

GUIDE SPECIFICATION
Section 28 21 13-1

[bookmark: 30j0zll][bookmark: gjdgxs]
[image: ]




[bookmark: _1fob9te]Bosch Security Systems is a leading global supplier of security, safety, and communications products and systems. Protecting lives, buildings, and assets is the major aim. The product portfolio includes video security, intrusion detection, and fire detection as well as access control and management systems.


For additional information, contact:

	Americas
Bosch Security Systems, Inc.
130 Perinton Parkway
Fairport, New York, 14450,
USA
Phone: + 1 800 289 0096
Fax: +1 585 223 9180
CSI@us.bosch.com
www.boschsecurity.us
	Europe, Middle East, Africa
Bosch Security Systems B.V.
P.O. Box 80002
5600 JB Eindhoven,
The Netherlands
Phone: + 31 40 2577 284
Fax: +31 40 2577 330
emea.securitysystems@bosch.com
www.boschsecurity.com
	Asia-Pacific
Robert Bosch (SEA) Pte Ltd, Security Systems
11 Bishan Street 21
Singapore 573943
Phone: +65 6571 2600
Fax: +65 6571 2698
apr.securitysystems@bosch.com
www.boschsecurity.com




Bullet thermal VGA 70° 30Hz

[bookmark: _3dy6vkm]DIVISION 28 – ELECTRONIC SAFETY AND SECURITY
28 20 00 	Video Surveillance
[bookmark: _1t3h5sf]28 21 00 	Surveillance Cameras
	28 21 13	IP Cameras 

Notes to Specifier:
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Bullet thermal VGA 70° 30Hz
PART  1   GENERAL
1.01 SUMMARY
A Section includes a bullet thermal camera that is using the latest Uncooled microbolometer / VOx (vanadium oxide) sensor to detect the thermal emissions and visualizes subtle temperature difference within a scene. The bullet thermal camera is integrated with a 6 mm lens, with a 70° horizontal field of view, IP66 / IP67 and IK10-rated housing (excluding front window), with H.264 and H.265 encoding, and built-in artificial intelligence providing full situational awareness and triggers for relevant alerts.
B [bookmark: _17dp8vu]Related requirements
1. 27 15 00 Communications Horizontal Cabling
2. 27 20 00 Data Communications 
3. 28 05 00 Common Work Results for Electronic Safety and Security
4. 28 06 20 Schedules for Video Surveillance
5. 28 16 15 Access Control Interfaces to Video Surveillance
6. 28 23 00 Video Management System
7. 28 31 31.15 Intrusion Detection Interfaces to Video Surveillance
8. 28 51 15.13 Information Interfaces to Video Surveillance Systems
C Sustainability
1. The fixed network camera shall be manufactured in compliance with ISO 9001 and ISO 14001.
2. The fixed network camera shall be compliant with the EU Directives 2011/65/EU (RoHS) and 2012/19/EU (WEEE).
3. Packaging shall be compliant with EU Directive 94/62/EC (amended by 2004/12/EC).
4. The fixed network camera shall be compliant with the EU regulation 1907/2006 (REACH).
1.02 REFERENCES
A Abbreviations
1. AI – Artificial Intelligence
2. ARP – Address Resolution Protocol
3. DHCP - Dynamic Host Configuration Protocol
4. DNS - Domain Name Server
5. DDNS – Dynamic DNS
6. DORI - Detect, Observe, Recognize, Identify
7. fps - frames per second
8. HEVC – High Efficiency Video Coding
9. HTTPS – Secure Hypertext Transfer Protocol
10. ICMP - Internet Control Message Protocol
11. IP - Internet Protocol
12. IR – InfraRed 
13. JPEG - Joint Photographic Experts Group
14. mDNS – Multicast DNS
15. MP - Megapixel
16. MJPEG - Motion JPEG
17. NTP - Network Time Protocol
18. PKI - Public Key Infrastructure
19. PoE - Power over Ethernet
20. RTCP – Real-Time Control Protocol
21. RTP - Real-Time Transport Protocol
22. RTSP - Real-Time Streaming Protocol
23. TCP - Transmission Control Protocol
24. TPM - Trusted Platform Module
25. TLS – Transport Layer Security
26. UDP - User Datagram Protocol
B Reference Standards
1. Network
a. IEEE 802.3af / 802.3at Type 1, Class 3 Ethernet Standards
2. Cybersecurity
a. IEC 62443-4-2 and IEC 62443-4-1
b. UL 2900-2-3
c. Common Criteria EAL6+ (certified secure element)
3. Video
a. H.264 (ISO/IEC 14496-10)
b. H.265/HEVC
c. MJPEG
4. ONVIF
a. IEC 62676-2-3
b. EN 60839-11-31
c. EN IEC 62676-2-31
d. EN IEC 62676-2-32
5. Emissions
a. EN 55032 (Class A)
b. CISPR32 (Class A)
c. ICES-003 (Class A)
d. FCC Part 15 Subpart B Class A
e. IEC 61000-6-4
f. EN IEC 61000-6-4
g. RSS-Gen
h. VCCI-CISPR 32
6. Immunity
a. EN 55035
b. CISPR35
c. IEC 61000-6-2 
d. EN IEC 61000-6-2
e. EN 50130-4
f. EN 50121-4
7. Safety
a. AS/NZS 62368.1
b. CSA C22.2 No. 62368-1
c. EN IEC 62368-1
d. IEC 62368-1
e. J62368-1
f. SASO-IEC 62368-1
g. UL 62368-1
8. Environmental
a. RoHS EU, 2011/65/EU 
b. EN IEC 63000
c. WEEE EU, 2012/19/EU 
d. Packaging EU, 94/62/EC 
e. DIN EN 62321:2012-10 
9. Reliability
a. EN 60068-2-1
b. EN 60068-2-2
c. EN 60068-2-6
d. EN 60068-2-18
e. EN 60068-2-27
f. EN 60068-2-30
g. EN 60068-2-42
h. EN 60068-2-52
i. EN 60068-2-75
j. EN 60068-2-78
10. Corrosion resistance
a. ISO 14993
11. Impact protection
a. EN 62262 (IK10) (excluding front window)
12. Ingress protection
a. EN 60529 (IP66/67)
b. UL50E Type 4X
13. Shock / vibration protection.
a. NEMA TS2 (section 2.2.8 - section 2.2.9)
14. Regulatory compliance
a. NDAA compliant
b. TAA compliant
1.02 SUBMITTALS
A Informational Submittals
1. Product Data
a. Manufacturer’s printed or electronic data sheets
b. Manufacturer’s installation and operation manuals
c. Warranty documentation
2. Shop Drawings
3. Cyber hardening guidance
B Closeout Submittals
1. Final listing of devices and settings
2. System test results
3. Statement of compliance with Manufacturer Cyber Hardening Guidelines
1.03 QUALIFICATIONS
A Installers shall be certified, trained and authorized by the manufacturer to install, integrate, test, and commission the system.
1.04 DELIVERY, STORAGE AND HANDLING
A Deliver the camera in the manufacturer’s original, unopened, undamaged container with identification labels intact.
B Store the camera in a temperature environment protected from mechanical and environmental conditions as designated by the manufacturer.
1.05 WARRANTY AND SUPPORT
A Manufacturer shall provide a limited 5-year warranty for the product to be free of defects in material and workmanship.

END OF SECTION


PART  2 PRODUCTS
2.01 EQUIPMENT
A Manufacturer: 	Bosch Security Systems, Inc.
130 Perinton Parkway
Fairport, New York, 14450
USA
Phone: +1 800 289 0096
Fax: +1 585 223 9180
Email: technical.support@us.bosch.com
B Product Model:	NBT-8701-F06VF
2.02 GENERAL DESCRIPTION
A The camera shall be a VGA bullet thermal camera with 6 mm lens, IP66/ IP67 and IK10-rated housing (excluding front window), H.264 and H.265 encoding, a frequency of 30 Hz, and built-in artificial intelligence providing full situational awareness and triggers for relevant alerts.
B The bullet thermal camera shall possess the following primary characteristics:
1. H.264, H.265, and MJPEG compression
2. Deep learning based detection and tracking of person and vehicle
3. AI-based autocalibration
4. Window defroster and camera heater
5. Bi-directional audio
6. Multiple data security elements including Trusted Platform Module (TPM), PKI, 4096-bit RSA encryption, and update capability for future software security functions
7. Available posting to cloud-based services
8. Remote camera management
9. Mobile device camera setup and configuration
10. IP66, IP67, UL Type 4X, and IK10 environmental ratings 
11. Power:	24 VAC, 12 - 26 VDC, or PoE IEEE 802.3af / 802.3at Type 1, Class 3
12. The fixed network camera shall provide a 12 VDC 50 mA power output.
2.03 ADDITIONAL VIDEO/CAMERA SPECIFICATIONS
A The thermal sensor shall possess the following primary characteristics:
1. Sensor type:                                Uncooled microbolometer / VOx sensor
2. Spectral range:                            8 μm - 14 μm
3. Resolution:                                  VGA (640 x 480 pixels) minimum
4. Pixel pitch:			12 μm or larger
5. Frequency:			30 Hz minimum
6. Sensitivity (NETD)		<30 mK at 25 °C
B The thermal lens shall possess the following primary characteristics:
1. Focal length: 			6 mm
2. Aperture:			0.8/F
3. Horizontal field of view:		70°
4. Vertical field of view:		53°
5. Focus:				Fixed focus, athermalized
6. Minimum focus distance: 	2.0 m
C Video streaming:
1. The fixed network camera shall provide direct network connection using H.265, H.264 and M-JPEG compression and bandwidth throttling to efficiently manage bandwidth and storage requirements while delivering outstanding image quality.
2. The fixed network camera shall provide one M-JPEG and four H.264/H.265 independently configurable streams.
3. The fixed network camera shall deliver VGA (640 x 480 pixels) video, at rates up to 30 images per second. 
D Additional video functions:
1. The fixed network camera shall offer video watermarking capabilities.
2. The fixed network camera shall provide display stamping.
3. The fixed network camera shall be capable of displaying its location information.
4. The fixed network camera shall be capable of adjusting below picture setting:
a. Auto contrast mode
b. Contrast Level
c. Brightness Level
d. Sharpness Level
e. Histogram equalization
f. Custom contrast region
g. Noise filter
h. Image rotation
5. The fixed network camera shall include 12 thermal modes, including
a. White hot
b. Black hot
c. Red light
d. Arcus
e. Inferno
f. SoftLight
g. Sunset
h. Mermoriam
i. Flamma Arcticus
j. Ocean
k. Rainbow
l. Iron Black
6. The fixed network camera shall allow for predefined contrast region including:
a. Full screen
b. Upper
c. Lower
d. Left
e. Right
f. Center
g. Custom
E Privacy masks
1. The fixed network camera shall offer the ability to define up to 8 privacy masks.
2. The fixed network camera shall offer multiple user defined privacy masks patterns, including:
a. Black
b. White
c. Gray
d. Auto
e. Custom
2.01 System Features
A The local SD storage shall possess the following primary characteristics:
1. Micro SD card slots: 2
2. Micro SDHC or Micro SDXC, up to 2TB
B The inputs and outputs shall possess the following primary characteristics: 
1. The fixed network camera shall provide two (2) alarm inputs.
2. The fixed network camera shall provide one (1) alarm output. 
C The audio shall possess the following primary characteristics: 
1. The fixed network camera shall provide one (1) audio line out.
2. The fixed network camera shall provide switchable audio input. This includes one (1) line-in level or one (1) microphone-in level audio input. 
3. The fixed network camera shall offer the G.711 8 kHz, L16 16 kHz, AAC-LC 80 kbps 16 kHz, and AAC-LC 48 kbps 16 kHz compression rates.
4. The fixed network camera shall provide full duplex and half duplex streaming.
D The fixed network camera shall be capable of disabling audio input permanently with a license code.
2.02 Video analytics
A The fixed network camera shall offer comprehensive video content analysis capabilities, including detection and classification of persons and vehicles.
B The fixed network camera shall offer embedded IVA Pro Perimeter for reliable deep learning-based detection.
C The fixed network camera shall offer embedded deep learning-based detection and video analytics that eliminate dedicated PCs and associated software maintenance.
D The fixed network camera shall be capable of running 11 different video analytics rules simultaneously.
E The fixed network camera shall offer video analytics rule configuration, including:
1. Any moving object
2. Object in field
3. Entering field
4. Leaving field
5. Crossing line
6. Counter
7. Occupancy
8. Loitering
9. Following route
10. Condition change
11. Similarity search
F The fixed network camera shall support automatic switching of video analytics types according to a predefined schedule.
G The fixed network camera shall be capable of generating metadata, including object speed, geolocation, height, width, and classification to be recorded with the video.
H The fixed network camera shall be capable of detecting and classifying up to 64 objects.
I The fixed network camera shall support machine learning to enable users to classify customized objects.
J The fixed network camera shall offer a tampering detection.
K The fixed network camera shall be capable of detecting an upright person at a distance of up to 77 m (243 ft), based on a target height of 1.8 m (5.9 ft), using video analytics.
2.03 NETWORK
A The fixed network camera shall support iSCSI devices to allow the network-enabled camera to stream video directly to an iSCSI RAID array.
B The fixed network camera shall conform to the ONVIF profiles S, G, T and M standard.
C The fixed network camera shall support the following protocols:
1. IPv4; IPv6; UDP; TCP; HTTP; HTTPS; RTP/RTCP; IGMP V2/V3; ICMP; ICMPv6; RTSP; FTP; ARP; DHCP; APIPA (Auto-IP, link local address); NTP (SNTP); SNMP (V1, MIBII); SNMP (V3, MIBII); 802.1x, EAP/TLS; DNS; DNSv6; DDNS (DynDNS.org, selfHOST.de, no-ip.com); SMTP; iSCSI; DiffServ (QoS); LLDP; SOAP; CHAP; Digest authentication
D The data security shall possess the following primary characteristics.
1. Crypto coprocessor: 		RSA 4096 bit; AES/CBC 256 bit
2. PKI				X.509 certificates
3. End-to-end encryption: 		TLS 1.2; AES 256; AES 128; TLS 1.3
4. Encryption 			TLS 1.2; AES 256; AES 128; TLS 1.3
5. Video Authentication:		MD5; SHA-1; SHA-256; Checksum
6. Local storage encryption:	XTS-AES
7. Firmware protection:		Signed firmware; Secure boot
2.04 ELECTRICAL
A The fixed network camera shall support the following redundant power options:
1. Input options:
a. PoE (IEEE 802.3af / 802.3at Type 1, Class 3)
b. 12-26 VDC
c. 24 VAC
B The fixed network camera shall default to use PoE power. 
C The fixed network camera shall switch with no interruption on camera operation to the 24 VAC/12 VDC power supply if power from the PoE power supply is lost.
D The fixed network camera shall be equipped with an integrated window heater.
2.05 MECHANICAL AND ENVIRONMENTAL
A The construction material shall possess the following primary characteristics:
1. Housing: Aluminum with dehumidifying membrane and waterproof connection area
B The finish options shall be:
1. White
C The impact resistance shall be:
1. IK10 (excluding front window)
D The dimensions (Ø x D) shall be:
1. 148 mm x 352 mm (5.82 in x 13.85 in)
E The temperature shall be:
1. Operating:			-40°C to 55°C (-40°F to 131°F)
2. Storage:			-40°C to 70ºC (-40°F to 158ºF)
F The relative humidity (non-condensing) shall be:
1. Operating			5 to 95%
G The ingress protection shall be:
1. IP66
2. IP67
H The mounting shall be:
1. Surface-mounted
2.06 ACCESSORIES
A The manufacturer shall offer accessories to enable the mounting of the dome camera in the following circumstances:
1. Pole mount adapter
2. Corner mount adapter
B Other accessories shall be available:
1. Conduit back box 
2. Surveillance cabinet – 24 VAC, 120 VAC, 230 VAC
3. Ethernet to SFP interface kit
4. Wireless installation dongle – EU, NA

END OF SECTION



PART  3    EXECUTION
3.01 INSTALLERS
A Contractor personnel shall comply with all applicable state and local licensing requirements.
3.02 PREPARATION
A The network design and configuration shall be verified for compatibility and performance with the camera(s). 
B Network configuration shall be tested and qualified by the contractor prior to camera installation.
C Before permanent installation of the system, the contractor shall test the system in conditions simulating the final installed environment.
3.03 INSTALLATION
A The contractor shall follow all manufacturer-published guidance on proper installation and configuration of the installed cameras.
B The contractor shall test the system in conditions simulating the final installed environment
C Reports:
1. System test results
2. System network addressing and device settings
3.04 STORAGE
A Products shall be stored in an environment where temperature and humidity are in the range specified by the Manufacturer.

END OF SECTION
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