BOSCH

Application Note

ATM Protection Kit Installation Procedure

1. Introduction

Bosch is providing customers a robust solution to deter ATM attacks through early detection and reporting by installing the
Bosch ATM protection kit. This hardware/software solution combines the use of our B5512 series control panel and supporting
hardware devices, along with video analytics to deter ATM theft and destruction. This procedure contains useful information
necessary to prepare the ATM location for installation.

Bosch cameras can be configured to detect suspicious activities around ATMs using the camera’s built-in video analytics.
Bosch intrusion panels can communicate with those cameras to monitor the status of the analytic tasks and generate alarms to
report those suspicious activities to a central monitoring station.

Scenarios

Hook and chain attacks:

An attempt to dislodge the ATM occurs during off-peak hours when a vehicle (truck) backs up to the ATM and attaches a chain
around the ATM and attempts to pull away or dislodge the ATM from its base or foundation.

ATM cassette theft:
An attempt to dislodge the ATM cassettes from the ATM machine, by the use of power tools or other devices.
ATM technician attack:

While doing normal maintenance on the ATM, the ATM technician is attacked or distracted by someone and another individual
who takes advantage of the situation.

Requirements
ATM Protection Kit contents:
B5512 control panel D116 siren
B11 enclosure ISC-SK10 shock sensor
CX4010 transformer B444-V2 cell module
B915 keypad ISN-CSM20-WGW commercial door contact
Software:

e Bosch Remote Programming Software (RPS). Use this software to configure the control panel.
e Bosch Configuration Manager. Use this software to configure the Bosch camera.

Link: Configuration Manager

Hardware (recommendation)

e Bosch Flexidome Micro 3100i Outdoor camera. The Bosch Flexidome Micro 3100i Outdoor camera is a great
choice for this application. This camera provides a wide field of view to capture the area in front of the ATM.

Link: NUE-3702-F02
Workflows

A successful installation is achieved by completing this installation in various phases:
¢ Phase 1. Hardware installation — installing the ATM kit contents into the ATM location.

¢ Phase 2. Programming — configuring and programming the various devices through RPS and establishing
communication with a monitoring service.

¢ Phase 3. Camera configuration — configuring the camera using Bosch Configuration Manager software.


https://downloadstore.boschsecurity.com/FILES/ConfigurationManager_7.72.0106.zip
https://commerce.boschsecurity.com/xl/en/FLEXIDOME-micro-3100i-outdoor/p/F.01U.408.367/
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2. Hardware Installation

Install the hardware according to the product’s installation instructions. This installation process is similar to a regular
commercial installation at a store, or retail space. The only difference is, the “ATM” becomes the retail space in this scenario.

1. Install the control panel enclosure into the ATM housing.

2. Install the control panel and other kit accessories into the enclosure similar to normal installation workflows.
3. Install any Bosch cameras that will be used in monitoring the ATM.
4

Upon completion of the hardware installation, proceed to the programming/configuration phase of the install.

3. Programming/configuration

3.1 Configuring the control panel and hardware accessories using RPS
Configure the hardware using RPS similar to previous retail space installations.

1. Open RPS

2. Connect your device containing RPS to the control panel.

3. Configure your devices according to standard programming selections.

4. Continue to section 3.2: Configuring the control panel to monitor the Bosch camera.

3.2 Configure the intrusion control panel areas
Perform this task to enable areas 1, 2, and 3 as well as their respective Area Text.
1. Locate AREA WIDE PARAMETERS function.
2. Select Area/Bell Parameters, Open/Close Options.

3. Enable Area 1, Area 2, and Area 3 by selecting Yes for all 3 areas.

Bl AREA WIDE PARAMETERS

Area/Bell Parameters, Opend
e Byrea Arming Test

- KEYPADS

CHICTORd CHIMTTIOR S

nze Options

AREA WIDE PARAMETERS Area 1 Areg 2 Area 3 £
Area Name Text ATH Sensors Camera Vehicle Analytice  Camera Crowd Detection | £
_ArEﬂ MName Text (Second Language)

_ArEﬂ On Yes Yes Yes h

4. Select No for All On = No Exit. DO this for all 3 areas.

[H- FANEL WILE FBHAME | EHD

El ------- AREAWIDE PARAMETERS

-------- AreasBell Parameters, Opend/Cloze Ophions

e frrza Armming T est

AREAWIDE PARAMETERS Area 1 Area 2 Area 3 s
Exit Delay Restart Yes Yes Yes |
All On - No Exit No No No |
Fwit Nialaw Warninm M i Rl |

3.3 Configure the ATM shock sensor and tilt sensor points
Perform this task to configure the ATM shock sensor and tilt switch points.
1. Select two points (one for the shock sensor, and one for the tilt switch).
2. Set both point profiles to 7: Part On: Instant.
3. Set both point areas to 1: ATM Sensors.

[ S ER LUINFIRUES IO

B POINTS

Paint Prafiles

POINT | Source _e_xt Znd L_ana Profile Ared
_Pu:uint1 ATM Shock Sensor 7. Part On: Instant 1. ATM Sensors
Point 2 ATM Titt Switch 7. Part On: Instant  1: ATM Sensors
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3.4 Configure the intrusion control panel to monitor the camera

Configure the panel to monitor the camera’s analytics tasks and generate the appropriate alarms.

1.
2.

3.5

Locate PANEL WIDE PARAMETERS > IP Cameras.
Fill out the connection details for the IP camera (Callout #1).

Double-click Tasks/Alarms to open the Bosch IP Camera Integration: Alarm Tasks and Inputs screen (Callout
#2).

Select the check box under Assign to IP Camera? For each task that has been configured in the camera (Callout
#3).

-~ COMPLIANCE SETTINGS [AREAWIDE PARAMETERS
FANEL WIDE PARAMETERS (AUTOMATION / REMOTE APP
H | |comtience seTTves
Phone and Phone Parameters e e S
+--On Board Ethemet Commuricalor | ws Bosch IP Camers Integration: Alarm Tasks and Inputs X
Celllar Plugrin Module
- Cloud Flemote Connect
1P Cameias Camerz to Panel Communication Panel to Camera Communication
Repoit Routing CameraVideo | Avalable Panel | Cument Point ‘Assianta IP Avaiable Panel | CameraViiual | CumentOuipt | Assianto [P
- Content Analytics oints Camera? Outpus Aams Source Camera?
ANERAS
FCANERTS o [ Wired Input 1 Poirt 10 Unassigned - Virtual Alam 1
Camera name ATHM Overview Camera
|Camera name (second langua Task Alamn 1 Poirt 11 Unassigned W Output 12 Virtual Alam 2 Unassigned r
JURL or IP address 192.168.123.123 Task Alam 2 Poirt 12 Unassigned W Output 13 Virual Alam 3 Unassigned r
| EEiGrmE e e Task Alam 3 Poirt 13 Unassigned W Output 14 Virtual Alam 4 Unassigned r
RCP+ port # 1756
[ Sorves passors | sswoep@esutns Tadk Hom 2
| Supervision perio 0 Disaled Task Alam 5 Point 15 Unassigned r
Live (Video)
i oo = Tack Alam & Poirt 16 Unassigned - OpenBoachIP Camera URL
| Use res? Ho ‘ Task Alarm 7 Point 17 Unassigned r
| Open Bosch Configuration Manager
| Password Wired Input 2 Poirt 19 Unassigned -
Camera Inputs - Dutputs Tasks /Aarms... g
H s

Locate POINTS > Point Assignments.
Configure the IP Camera points for 7: Part On: Instant under Profile.

Assign the points to the appropriate area under Area. The first two IP Camera task points should be assigned to the
Camera Vehicle Analytics area and the third should be assigned to the Camera Crowd Detection area.

- POINTS
| Crozs Point Parameters
- Paint Profiles

POINT | Source Text 2nd Lang| Profile Area D
Point 11 |IP Camera Car driving wrong direction 7. Part On: Ingtant  2: Camera Vehicle Analytics
_F‘uint 12 |IP Camera “ehicle approach perpendicular 7. Part On: Instant  2: Camera Vehicle Anahytics
_F‘uint 13 |IP Camera Nultiple people near ATM 7. Part On: Instant  3: Camera Crowd Detection

Set Camera Vehicle Analytics area to arm on a schedule

Configure the camera’s vehicle analytics by creating two “Skeds”, one to arm during the start of the most high-risk times, and
another to disarm at the conclusion of that high-risk time.

1.
2.
3.

Locate SCHEDULES > Skeds.
Select Skeds 1-5.
Program Sked 1 and Sked 2 as shown.

- SCHEDULES
; Open/Cloze Windows
User Graup Windows
Skeds
ked Descriptions
skEDs 15 ff Sked 1 Sked 2 3
Time Edit Yes Yes )
Function AllOn Instant Disarm P
Time 01:00 05:00 [
Date Disable Dizable [
Sunday Yes Yes ]
Monday Yes Yes ]
Tuesday Yes es P
Wednesday Yes Yes r
Thursday Yes es P
Friday Yes es P
Saturday Yes es P
Xept On Hojday | No No P
Holiday 1 No No J P
4
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3.6 Configure the Camera Crowd Detection area to arm when the ATM Sensors area
is disarmed

This task will be accomplished by configuring one output that will be turned on when the ATM Sensors area is disarmed, and
another output that will turn on when the ATM Sensors area is armed. These will be set to trigger Custom Functions to
Arm/Disarm the Camera Crowd Detection area in response.

3.7 Configure the Output Profiles

1. Locate OUTPUTS > Output Profiles 1 - 10.
2. Configure the first profile to ATM Sensors Disarmed.
3. Configure the second profile to ATM Sensors Armed.
4. Make those selections for both profiles as shown.
- QUTPUTS
b frma Wide Outputs
- Panel wide Outputs
- Dutput Assignments
B Dut_put Profiles
e Ouitput Prafiles 1- 10
: . Dutput Profiles 11 - 20
OUTPUT PROFILES 1 - 10 1 2
Profile Name ATM Sensors Disarmed ATM Sensors Armed
Output Behavir A | E———
Trigger 1 Area disarmed Allon armed
Scope Area Wide Area Wide
Scope Filter 1: ATM Sensors 1: ATM Sensors
AND Trigger 2 Dizabled Dizabled
Scope
Scope Filter
Pattern On Steady On Steady
Delay 00:00:00 00:00:00
Duration Follows Trigger Follows Trigger )

3.8 Configure the Custom Functions

Within CUSTOM FUNCTIONS you will configure one custom function to “Arm the Camera Crowd Detection” area, and one to
“Disarm the Camera Crowd Detection” area.

1. Locate CUSTOM FUNCTIONS.
2. Select All On Instant for Custom Function Text: “Arm Camera Crowd A.”

3. Select Disarm for Custom Function Text: “Disarm.”

7 KEYPADS
CUSTOM FUHCTIOMS
SHORTCUT MEMNL
i OUTPUTS
CUSTOM FUNCTIONS | Custom Function Text Custom| Function 1 Function 2
CF 128 Arm Camera Crowd A AllOn Instant Mot In Use
CF 129 Dizarm Cam Crowd A Dizarm Mot In Use
3.9 Configure the Point Profiles
1. Locate Point Index > Point Profiles.
2. Select Point Profiles 1 - 10.
3. Make sure Point Type is set to Custom Function.
4. Make sure Point Response is setto 7.
| Point Index - Point Type / Respense / Circuit Style
| Point Index 3 - CF: Arm Crowd Detection Area
Paint Type - '@_‘ Point Response |7 - @
Circuit Style | Single EOL (1K) - @ e
=
,—c~" [+
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5. Select the Custom Function that should be activated when the associated point is triggered. Refer to the following

screen:
[ POINTS
e Point Assignments
Cross Point Parameters
I Paint Profiles
oint Profiles 1-10
: oint Profiles 11 - 20
| POINT PROFILES 1 _ 10 3 L
Point Profile Text (First Language) CF: Arm Crowd Detection. CF: Disarm Crowd Detecti]
Point Type / Response / Circuit Style | Custom Function Custom Function ]
Entry Delay 30 30
Entry Tone Off No No
Alarm Abort No No
Wireless Point Supervision Time 4 Hours. 4 Hours
Custom Function Arm Camera Crowd A Dizarm Cam Crowd A ]
Monitor Delay 00.00 00.00
Delay Response, Disarmed
Delay Response, Armed 00:00 00:00

3.10 Assign the Point Profiles
Choose any two unused points and set their Point Source.
1. Locate POINTS > Point Assignments.
2. Select any two unused points and set their Point Source to Output.

3. Set Profile to the same profile that were in the previous section (Arm Crowd Detection Area and Disarm Crowd

Detection).
El ------- F'EII_NTS
-Crozs Point Parameters
-Point Profiles
— Pl B Ll R Bt
POINT | Source ._.e_xt | 2nd Lang| Profile | Area
Point & || Output ATM Senszors Area Disarmed 3: CF: Arm Crowd Detection Area  1: ATM Senzors
Paint 10§ Cutput ATM Sensors Area Armed 4: CF. Disarm Crowd Detection 1. ATM Sensors

3.11 Assign the Output Profiles

Take note of the Point numbers that were assigned in the previous step. By setting their Point Source as Output, the Output
with the same number will be the one that would trigger the point. For example, Point 9 would be triggered by Output 9. Since
Point 9 is supposed to be the trigger to Arm the Crowd Detection area when the ATM Sensors area is disarmed, Output 9
needs to be assigned the Output Profile that would activate when the ATM Sensors area is disarmed.

1. Locate OUTPUTS > Output Assignments.
2. Assign the Output Profiles accordingly:

El--OUTPUTS
b trea Wide Outputs
- Panel wide Outputs
E Output Assignments
-~ Output Profiles

DutE utAssignme nts Dutgut Source | DutEut Text | DutE ut Te: DutEut Profile
Eutput 9 ATM Sen=sors Disarmed Trigger 1: ATM Sensors Disarmed
Cutput 10 ATM Sensors Armed Trigger 2. ATM Senzors Armed

3.12 Camera analytics creation (Bosch Configuration Manager)

Create analytic tasks to capture suspicious activities such as wrong way entry to an ATM site, a vehicle approaching the ATM
at a perpendicular angle to the expected traffic flow, or multiple individuals (crowds) loitering around the ATM late at night. This
could also include an attempt to distract an ATM technician as he or she performs normal maintenance work at an ATM site.

The three tasks useful in providing protection against ATM attacks and are documented in this document are:
e  Wrong Way: This task helps detect a vehicle approaching the ATM from the wrong direction.

e Vehicle Backing Up: Detects a vehicle approaching the ATM from a perpendicular path. This simulates a vehicle
attempting to connect a chain the ATM and pull it away from its foundation/base.

e Crowd: Detects where two or more people are gathered in front of the ATM. This helps detect a situation where a
technician is servicing the ATM and is approached by another individual serving as a distraction to the technician,
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while another individual attempts to steal the ATM cassettes.
Assumptions:

e  The simulated camera field of view was created assuming the camera was mounted at a height of 8’ and is located
about 7’ before the ATM on the entry side:

Additional resources:

For additional information, the following videos are available on YouTube. These videos help explain how to use Bosch
Configuration Manager and how to set up the Video Camera Analytics (VCA) Tasks:

e Objectin Field
e Video Analytics How-To playlist

For the three tasks described above (Wrong Way, Vehicle Backing Up, and Crowd), Object in Field tasks will be created.
Additional tasks can be added using different task types. Final configuration will depend on the installation and the field of view.

Notice!
& The instructions listed in this document represent highlighted steps to assist in the configuration process, and are not
all-inclusive to the complete Bosch Configuration Manager workflow. Please refer to Bosch Configuration Manager

documentation for a complete understanding of software workflows and operation.

Launch Configuration Manager.

Select your device from the tree.

Select VCA.

Select Tasks.

Press the “+” button.

Select Object in field and assign a Task name.

Press the “>” button.

© N o a k=

Make sure the analysis type is set up for IVA Pro Buildings , and the tracking parameters is Base tracking (2D).
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Crowd: 0

9.

Moo Saacs

s Hetacaaimpecion  Tampae Goecion

1. © BoscH
:

Select Tasks > “task name” and select the Trash icon to delete the default moving objects. Once completed, the screen
will be clear of the default objects and look like the screen below. You can now create your desired tasks.

3.12.1 Task 1: Wrong way

) BOSCH

This task works by detecting a vehicle in an initial field and then detecting that same vehicle entering a second field.

Gemaal Comecnay  Comen  Recomm  Amm

WA Mewen  Sace
Manopenton  Tass

1. Draw two fields. The first field should be further away from the ATM location. The second field should be closer.
Arrange the fields so that these newly created fields will detect a vehicle moving in the wrong direction.
3. Select Edge of box for the intersection trigger and select “>.”

Matstats  Metsats rupscion  Tampe:detecsen
 Tash contomion

ill @ Bosch

Dodine e Scid

1o 303 e chei e masge o each nose
Detie cht 2 i

@

4. Select all fields in their specified order and select “>.”
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[ ) 1l @ BsoscH

ManOpeibon Tk Metsdsls  Mebdaaiupecion  Tampe: delscion

- Tash cosfguiation @

Dodin e wgges
Siectnn gl sperabon e aa s 0ased 0
To st ma otacthas o vigzer

5. Select Vehicle, and select “>.”

s G Conens  Rewsig  AWm WA Newen s 1. @ BoscH
MainOperaion  Taki  Meadsta  Melaosapacion  Tomperdeecion

Tack cortguraon @
e by oot cass

58 c135643 M SN 56 ST SOHCME
ackng mades

No changes are required here. But, if we wanted to further filter by object size or shape we could make adjustments in the
following screen.

Gwml  Comemw  Caras Mecwany Mam  Ch  Mewow  Sewes 1.] © BoscH

ManOpsaton  Tas:  Weusws  Netadalsrwpecton  Temperdetscton

- Task confguration 1

Fitor by odjoct szs
s cesacts 3 sz o s arrs
e Swectarsarents onject g

propenes
vy
o

o . atimage;

seecmd
Helgh Mot 3.1

-
T T—

——

Aspactraio

Filtering by direction could help reduce potential for false alarm. Adjust the direction circle to detect vehicles moving in the
wrong direction relative to the drive-up ATM lane.

6. Select“>.”

e Ty ill @ soscu
e

- Task costgiation @
Filur by cbyoct motoa

e ot o soses srarscain Eres values o
uan e ovetaya Selct 8 rlerance o3act s get s
s

Anctyacs

B orecnon 111

orenenar]

7. Taskis complete.
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3.12.2 Task 2: Vehicle backing up

This task is similar to the Wrong Way task but detects a vehicle backing up to the ATM with the intention of connecting a
chain.

Gewrs ey Camars  Rabong  Mam VA Newow  Sewo
Nangpeaton  fa e

1.l © BoscH

« Tosk conguation

b o

B o

1. Draw the first field that will detect a vehicle approaching the ATM from an angle that would not be considered normal for someone
using the ATM as intended.
Draw a second field closer to the ATM location in which a vehicle might approach from.
3. Select Edge of box for the intersection trigger and select “>.”
Ganw  Covamy  Caomun  Raco Ak e Saes 1. ) BoscH
Dot e it ®

o 4338 tea cick e magarsr each e
Eita ekt et

4. Select all fields in their specified order and select “>.”

Gened  Comema  Carars  Recwmig  Mam ok Newer  Sewes
NainOperaton  Tazia

1.l © Boscu

Tosk consguiation

Ot s rigpes ®

@
‘SeTONEn 2 cpaton 1 sarmis Based o

To s, g obpnaste e

5. Select Vehicle, and select “>.”
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MainGpstm  Tis  Veladds  Meagaavspechn  Tamper deleciss

Fit by it s

No changes are required here. But if we wanted to further filter by object size or shape we could make adjustments in the

following screen.
1. @& BsoscH

Geseal  Cowech  Camen  Receang  AEm Sa Newew S

ManOpecsbon  Tasts  Welidus  Nelodsls rwpecion  Tamper delechon

- Task confguration

Fiar by oot szs

Pt ceracts 3 sze o shase. Erseevains 31t
00 SR, SHACTA THR1SRER COCHS QRETE

pepe
s otienge]
Helgh M orims .1

una o f ]

Aspactraiovh

6. Select “>.”

Coowsi  Comicnly  Camas  Rcoming  darm

T Mewos  Benaor

Main Opesion Tests Metadsin  Hetiohsnepacton  Taemper dechon

prp—
[R——
oo e e Couranas
Lo Bt SR s A e
e
o
-
[
e
oaen i
o |

7. Make sure the Alarm extension time is set to 60.0.

8. Select “>».”

Gewsl  Coscny  Camwn Recoeg A

1.l @ BoscH

4 Newer  Sames

MainCoscaon  Tisks  Watada  Melsdata bupecion  Temperdefcien

Test comguration

o S T
J. I'aSKTS COrTpiete.
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3.12.3 Task 3: Crowd

This task will trigger when 2 or more persons are detected in front of the ATM.

Gews  Comesay  Canwn  Recomma  Mam VA Hewew  Sinis 1. @ BoscH

1. Draw a field in front of the ATM. Actual size and location will depend on the field of view.

2. Select Edge of box for the intersection trigger and select “>.”

Gors  Guesom  Camen Mg Aam A s Sews i1l ® soscn
NanGovsion Fuss  Waaidl et mopechen  Temge dnecion
~ Task contigration @

Dot the okt
To 93 s cac e e e nee

[©]

3. Select Alarm on overcrowding and select “>.”

D il soscw

I R ——

4. Select Person for this task and select “>.”

Gues  Comnm  Cawn Mg ANm WA dewew S 1. @ BoscH
MaoOpwaken  Tasks  Mada  Welodl reoncion  Tomperdelcion
Srpm—— @

Fits by ot class

@
-M“M‘mumm
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following screen.

Gessal  GoweW  Camers  Recorang MM A Newem  Semace i ) BOSCH
MainOpecion  Tata  Vebadss  Neladalenpecion  Tampe deichin
L —

s by ot ses

s cojects 3y s oeshase Lot sues 3 e
00 cvctara. Selactaredrenc ojecto gat s
popnss
vy
ot
o e otimage;
Halgh P arimi 3!
—
o ot image]
ot
Aspactrato

5. Select“>.”

Geners  Connechy  Camars  Recoring MM VOA  Newarr  Sswes

ManOperaton  Tasts  Metadats  Metatatainspection  Tamper detecion

© Task canbguraiion

Filer by ot motion

Finer s o spaes o remon Enterialues o
S biesays Seiect 8 eleienct ebec getlts

rogues
oot
Woten e
A cojocts
Dreatcs 111
s
Seecet

6. Make sure the Alarm extension time is set to 60.0.
7. Select“>.”

Genersl  Connechdy  Camers  Recordng  Mam VA et Sewcs

1. © BoscH

ManOperaton  Tas  Metacita  Metasaamepecton  Tampsrosecion

- Taxk canfiguration

[rr—r——

FUI T 0262t ropaTtas Cier I8 Gefnad T

£pan,or e e starm slgna 1 aucka meste
an

| BT oo Ii [ v & 4q

8. Taskis complete.
3.12.4 Task Script

The process of creating the tasks using the configuration manager GUI creates a script. That script is included here. As a
starting point, it is possible to copy and paste the script into configuration manager.
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Resolution := { Min(-1, -1) Max(1l, 1) };
Field #1 := { Point(-0.885, -0.611) Point(-0.757, -0.650) Point(-0.704, -0.553) Point (-
0.820, -0.503) DebounceTime (0.50) ObjectSet (BoundingBox) 1};
Field #2 := { Point(-0.717, -0.305) Point(-0.590, -0.366) Point(-0.524, -0.249) Point (-
0.633, -0.132) DebounceTime (0.50) ObjectSet (BoundingBox) 1};
Field #3 := { Point(-0.425, -0.549) Point(-0.149, -0.596) Point(0.739, -0.253)

Point (0.894, 0.271) Point(0.769, 0.344) Point(0.633, -0.109) Point(-0.148, -0.423)
Point (-0.418, -0.383) DebounceTime (0.50) };

Field #4 := { Point(-0.337, 0.202) Point(-0.094, -0.000) Point(0.144, 0.144)
Point (0.030, 0.503) DebounceTime (0.50) ObjectSet (BoundingBox) };
Field #5 := { Point(-0.318, 0.012) Point(0.100, 0.117) Point(0.313, 0.867) Point (-

0.331, 0.900) Point(-0.603, 0.223) DebounceTime (0.50) ObjectSet (BoundingBox) };

//@Task T:1 V:0 I:1 "Wrong Way" ({
//[l.a=(s1l:1,s2:2);1.b=1;1.c=31;1.d=30;1.£=32;8.a=(12:0.0,14:1);7.a=C:10|;4.a=c:1;2.a=(
el:1,e2:91.00,e3:181.00) ;]

ObjectState #32 := Direction within(91,181.00) and HasClass( Vehicle );

ObjectState #31 := InsideField #1;

Event #31 := OnSet ObjectState #31;

ObjectState #30 := InsideField #2 and ObjectState #32;

Event #30 := {Event #31 Dbefore OnSet ObjectState #30 where first.oid == second.oid};
external ObjectState #1 := InsideField #2 and Event #30 within (0, *);

external Event #1 := OnSet ObjectState #1;

//@}

//@Task T:1 V:0 I:2 "Back up vehicle" {
//[1l.a=(s2:4,s1:3);1.b=2;1.c=29;1.d=28;1.f=27;8.a=(12:0.0,14:1);7.a=C:10];]

ObjectState #27 := HasClass( Vehicle );

ObjectState #29 := InsideField #3;

Event #29 := OnSet ObjectState #29;

ObjectState #28 := InsideField #4 and ObjectState #27;

Event #28 := {Event #29 Dbefore OnSet ObjectState #28 where first.oid == second.oid};
external ObjectState #2 := InsideField #4 and Event #28 within(0,*);

external Event #2 := OnSet ObjectState #2;

//@}

//Q@Task T:18 V:0 I:3 "Crowd" {
//[1.a=5;1.b=3;1.c=26;1.9=(id:3,%x:0.572,y:-0.972);2.a=(b3:2,c3:0,e3:5,bl:1);10.a=C:1]|;]
ObjectState #26 := InsideField #5 and HasClass( Person );

external Counter#3:= { ObjectsInState #26 Text ("Crowd:") TopLeft(0.572,-0.972) };
external SimpleState#3:= Counter#3 within(2,*);

7 Ina

8. Copy the contents from the text box above to use the script.
9. Open Configuration Manager.

10. Select VCA > Tasks tab.

11. Right-click n the video image.

12. Select Advanced > VCA task editor. If there are already tasks configured in the camera, simply select all the existing text
and delete it first.
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13. Paste the script from above into the editor window.

14. Select OK and save. Once the script is pasted and saved, you can go back to the VCA Tasks tab and adjust the fields as
necessary for the installation.

15. Process is complete.

3.13 ATM attack scenarios

I'ne table below describes various ATM attack scenarios/risks as well as ways In which the camera and supporting control
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panel system respond to the specified attack.

Risk Detection and control response

Hook and chain attack: Camera uses VCA to detect person in | Play pre-recorded message to alert

Suspect walks up to drive-up ATM front of ATM. suspect that they have been

during RISK hours detected.

Control panel schedule controls when

event response is required. Response designed to not scare
away legitimate customers.
“alert” report sent to monitoring
center.
Video available at monitoring center.

Hook and chain attack: Magnetic contact and shock sensor Activate siren and strobe.

suspect opens ATM hood detect attack.

Control panel schedule determines if
alarm should be instant (during risk
hours) or delayed (during normal
service hours to allow technician to
service or for cash handlers to
perform service).

Truck backs up to ATM Camera uses VCA to determine if Local alert — siren and strobe
vehicle is coming from the wrong Alarm is transmitted to monitoring
direction. station.

In normal direction for customer Video accessible at monitoring
access = OK station.

Back up to face of ATM = instant

response

Back up ATM lane = instant response

Shock sensor detects attack —

initiates instant alarm.

ATM removed Shockf/tilt sensor activates instant Alarm message over cellular (IP
alarm. connection was severed).

ATM technician attack ATM technician activates fixed panic Local alert — siren and strobe.
button in ATM.

ATM technician activates wireless Alarm is transmitted to monitoring
panic button — requires receiver in station.
ATM.
Camera uses VCA multiple people in | Video accessible at monitoring
front of ATM while ATM is disarmed station.
for service = instant alarm.
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