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Ils, 38y, d5 Y 202 Aol X &35 £+H U AZEYHE FIIH2ZE YUY 0| ESHA A
2. AZTEQ0 HOO|Eo CHSt M ZF HABAMO| XS MEMNAL.
N YHOolEE Yt £ = X StEl 712 ME S| AZTEQ 0] HEO| CHalj M B MM = L|CF XEM| 8 LY
2 OS2 HTsHAL

Bosch Building Technologies 2 ZE 0 MH|A 4 x| &

CtE 230l o XtMlet 274 Lot A &L T

- L8k " E: https://www.boschsecurity.com/xc/en/support/product-security/

- AldHE F oM Ol HotEl £2M 220 #oF A0 AFE: https://www.boschsecurity.com/xc/
en/support/product-security/security-advisories.html

Bosche 2EfE AZEY0 74 242 HFS ASot0] YdE= &40 Cisi of st MU= XX

oL},
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8.1

AI’E.%}?I

8.2

AX|sta{H

BVMS A& 2 A|Z5t7] ®o Configuration ClientE E&L L},

1. Setup.exeE A™AstAHLL AIZ 5tHO|IAM BVMS X & Al 2L C
2. O3 that AXolAM s HREO dX & 252 ML O

3. O X Eoj wat &~ L o

T4 OPHAL AL

Config Wizard2 == &2 A2 S 2D A Fd5t= A LTt Config Wizarddl A VRM,
iSCSI Al2El, Mobile Video Service, 7t02t, =5t Z2d Y ALEX 1& S E6tH A|lAH S
Tag ¢ AL
iISCSIANARE2 BE AZEQO X Al #5222 FI6{0F &LICE.

MEXOE R ald HE2 AS2 2 FHELCH AEXE FIHEE MASHD, HEHESE 4F <
£ UAEL L
Config Wizarde 2Z A FEOI A T Management Server0f M A& 4 QI & LT
2YsE TS WEELRE MEStD IS0 o] E 2 VM E = ASULH I 2 g2 HE
== OIQL' E}.
Config Wizard= £E2 VRME BE&E 2Z E Q0| X A2} DIVAR IP 3000, DIVAR IP 7000 = 50
S22 FIHEL O
S5 DIVAR IP 30002 DIVAR IP 70000 2& iSCSI &% 7} 2™ XS 2 FIHE LI
DIVAR IP 30001 DIVAR IP 70000 2Z Mobile Video ServiceZl gl2™ Xts2 = FIHE LI L},

w

HolM CEZHE AESHHE 2= L2207t user Q15 BiHoll T 22 HEHS

i

A3t R|

Config Wizardg& A|Z5t2{H
» Al >DE Z2J%M > BYMS > Config Wizardg& 28 &L Ct.
Welcome H 0| X| 7} BA|ELICt
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Welcome H|0|X]|

Welcome Authentication Cameras Recording Users Finish
Welcome » Restrictions of Config Wizard

Config Wizard helps you set up your BVMS quickly. Config Wizard is intended for configuring a VMS where
Management Server and VRM run on the same computer.
The following prerequisites must be fulfilled: If licenses are missing, Config Wizard allows you to save the
* The cameras and other network devices must have invariable IP addresses (either by using fixed IP new configuration.
addresses or by using siatic DHCP assignment). Config Wizard can only detect the following device types in the
= For cameras and other network devices to be added you must know whether they are connected to the local networic video encoder, video decoder and DVR.
subnet or to other subnets. Storage to be added must be ready for recording. This means
= You need the IP addresses of storage devices that you want to add. the device must have at least one formatted LUN. Use
Configuration Client for configuring storage devices and
formatting their LUNSs.
Config Wizard does not support adding Bosch DSA E-Series
storage devices to the configuration.

~ About Config Wizard

BVMS - Config Wizard 11.1
Build 11.1.0.74

All rights reserved. Patents pending. Warning: Unauthorized
reproduction or distribution of this program, or any portion of it, may
result in severe civil and criminal penalties, and will be prosecuted to
the maximum extent possible under the law. Portions of BVMS use
MS Windows Media Technologies (c) by Microsoft Corp.

Open Source Licenses

A %5t
Basic H|O0| x|

-x-

Welcome Basic Scan Authentication = Cameras Storage Users Finish

Latest saved configuration A Import configuration

LEIFER AL SENE UELHEE 00 [ 2T S3el G EET You can import an existing configuration. The imported configuration

is saved immediately as a change to the local configuration. Import is

only possible when the active configuration is identical with the latest

172.30.11.39 AUTODOME IP starlight Live Only saved configuration.

172.31.23.168 DINION IP ultra 8000 MF Live Only Changes on the following pages are only saved and activated if you
click the commesponding bution on the last page of Configuration

172.31.20.20 E-Series Storages Wizard.

Network address Device type - Recording Profile Recorder

172.30.11.237 MIC IP starlight 7000i Live Only Import configuration

Internal Menitor group
Changes on the following pages are only saved and activaled if you
172.31.21.21 VIP X1600 Continuous, Alarm Recording  VRM(172.30.11.128) apply them on the Iast page
172.31.21.20 VIP X1600 XFM4 (non-uniformy) VRM(172.30.11.128)
Internal Virtual Input
172.30.11.128 VRM

172.31.20.22 VRM Storage

The active configuration is identical with the latest saved configuration

Please select the network adapter for your local video network:

Ethemnet (Type: Ethemet: IPv4-Address: 172.30.11.128)

of HolXl= =20l H&& +d goil tiet HH 2 =2 BYMS It & 7HA
AU ol HA HWE2 NE i OF & 3t& LIt
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A Aol HIC|2 FX[(IP 7tH 2t, Q1 2H, C|2H, iSCSI 2E2|X| A|28)0| AL = HAFEHS WE
AT HHHE MEHE & ASLICEH Ol HHEY T {HEH IP FATFVRM, VSG L 2Z iSCSI AEg|
A ML IP FARE AZE LD

QIR g S35l A|AH | WM ASHHE Port Mappings 22/l S2IP &4 £= DNS0|E2 X F
ot

Scan H| 0| x|

Welcome Basic Scan Authentication Cameras

Select video devices to be added
e
v

Device name IP address MAC address

DINION IP ultra 8000 MP  172.31.22 240 00-07-51-95-81-e7

FD IP micro 5000 (172.31. 172.31.22.217 00-07-5F-84-24-e6

Flexidome IP Dynamic 700 172.31.22.144 00-07-5-Tac2-b6

FlexiDome panorama 5001 172.31.22.62 00-07-5-68-74-dd

172.30.11.198 172.31.23.202 00-07-5f-c6-71-64

Camera 4 172.31.23.161 00-07-5f-99-2a-4e

Camera 3 172.31.23.160 00-07-51-99-21-91

FLEXIDOME IP starlight 6 172.31.23.147 00-07-5-8d-21-a5

FLEXIDOME IP panoramic 172.31.23. 124 00-07-5-84-83-e6

FLEXIDOME IP panoramic  172.31.23.123 00-07-5f-84-8a-e1

FLEXIDOME IP panorami  172.31.23.122 00-07-5f-8b-18-Cc1

DINION IP ultra 8000 MP ( 172.31.23.114 00-07-5-8d-33-bd

FLEXIDOME IP indoor 500 172.31.23. 113 00-07-5f-Tc-64-32

DINION IP ultra 8000 MP | 172.31.23.102 00-07-51-98-28-4c

Dinion IP 5000i IR 172.31.23.95 00-07-5f-93-cf-bb

Dinion |P Starlight 6000 HI 172.31.23.145 00-07-5-8d-21-d3

Recordifig

Selected 185 of 193

Device type

DINICN IP ultra 8000 MP E

FLEXIDOME IP micro 5000 1
FLEXIDOME IP dynamic 70C
FLEXIDOME IP panoramic 5
FLEXIDOME multi 70001
DINION IP starlight 7000 HD
DINION IP starlight 7000 HD
FLEXIDOME IP starlight 600
FLEXIDOME IP panoramic 7
FLEXIDOME IP panoramic 7
FLEXIDOME IP panoramic 7
DINION IP ultra 8000 MP
FLEXIDOME IP indoor 5000
DINION IP ultra 8000 MP
DINION IP 5000i IR

DINION [P starlight 6000 HD

MNext

Users Finish

You can select devices to be added to the configuration.

The list contains all devices found by the network scan except the
devices that are already contained in the configuration.

Deselect the devices that should not be added

A Scan options

Range of network scan:

o Local subnet only (recommended)

@ Across subnets

Rescan network

» Change network addresses

Change the IP addresses of the selected encoders/decoders. Start

.
YA E HdMst= Ol= AlZho] 23 4+ ASLLCH HM 2 Fag = ASLLCH oo HdME 2E FA[7}
HO| A& LT,
o ©o|Xlof = = 2o qFet FH0 Z&&X E2 2= HO2 X7t BAELCH
Tgo FIt5tH o Bl = &R 9 =Helgkg ME Si A T =, NextE S 2 &LICt
MEASE ZX| 7L DIVAR IP A/ ABI D SUSHIP Helof @IXISHA] o™, ZX| IP HRQ AF FAE X
ol EAIPFAE HEBE = AU T
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BVMS

Authentication H|0|X|

Scan

Enter passwords for devices

Device name

172.31.23.150

Decoder (172.31.21.204)
NDC-284-P (172.31.23.15)
VIP10 (172.31.23.24)
VIPX-1600XFMD (172.31.22.4)
VIPX-1600XFMD (172.31.22.5)

IP address
172.31.23.150
172.31.21.204
172.31.2315
172.31.2324
17231224
172.31.22.5

Authentication

Cameras

User name

service
service
service
service
service

service

Password

X

You must authenticate at the devices of your system. To authenticate,
enter the password for the user account of each device. An open green
lock indicates a successful authentication

Devices with a status indicated by a yellow waming sign require an
initial password; they do not allow logon with an empty password.

Recording Storage Users Finish

Status

A

You can only click 'Next' to continue, when all locks are green.

To copy a password for authentication select a row with a shown
password and press Cirl + C. Then select the rows of the devices for

which the copied password should be used. To paste the password

press Cirl + V.

+ Change default password

Show passwords

Ol Ho|Xl= HUHZZ 25k = HIO2 FX|0A 21 55t= o ArSE LT o2 ZXol Cish 22 H

LUHSZ HA QS| s FEEHEEES MAEE &= UASLITH(CTRL+C, CTRL+V).

1. Show passwordsE Z 2! &L C}

2. Y3H2ZQASZE FXIt U= S MESIA(SM X247t BEAIE), CTRL+CE 211, Wt
MAEA I BEAMNE o3 S MEASHT CTRL+VE =&

HZHS Bool ¥ A7 BAHE 712 QRSHK QAL HYHSE BE H2ES 2YE Y2 5L

2 HUHE sol Mol 2B ELICH

HYHSZ X 235X = Z= A0 thof A 7|2 HUHSE M3 & ASHICH

30l 27 Hiupest ey 2o Do magud,

ZI| HUHEE ™5t H

1. Password Z=0| HEHHSE = gL C}.

2. Set Initial PasswordsE =2/ &tL|C},
Z7| HYHE T AP E L CH
O 27| HUHS I LR 2E FRo 27| HUHSE HAFSIX Y= o HAS A S IY
e 4+ elsuoh

3. 74352 ™ NextE 2= &Lt
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Welcome Basic Scan Authertication ~ Cameras Recording Storage

Specify camera settings

Camera name IPaddress . Recording quality Live quality

Camera 1 (172.31 .22.22?/ 172.31.22.227  Bit Rate Optimized Balanced

Camera 1 (172.31.22.229) 172.31.22.229  Bil Rate Optimized Balanced

Ol HO|X| & ALE3H0] Al AR ol ZHH 2F

Recording |0 X|

Welcome Basic Scan Authentication Camera¥ Recording Storage

Specify recording settings

i) Selected 0 of 2

Storage Min
Time (days)

Storage Max

IP address - Time (days)

Device name Recording profile

VIP X1 (172.31.22.227 172.31.22227  Continuous, Alarm Re 1 unlimited

NBC-255-P (172.31.2 1723122229 Continuous, Alarm Re 1

Alarm Recording

Alarm Recerding Night and Weekend
Continuous Only

Continuous Only Night and Weekend
Continuous, Alarm Recording

No Recording

unlimited

A %57 | ko 65

Users Finish

You can rename each camera in the "Camera name' column_

You can configure recording quality and live quality for each camera.
Fractional frame rates (FR) are indicaled by the profile names and
refer to the fraction of the maximum frame rate of the comesponding
camera model.

You can change the settings of the 'Recording quality* and the 'Live
quality’ columns of multiple cameras simultaneously. To that end select
those cameras and change the settings in one of the selected
cameras.

If the settings in a column are not identical for all selected cameras,
you can click "<no change>' to avoid changing these settings
unintentionally.

You can sort cameras in folders. These folders must be created in
Configuration Client.

In the Preview pane, you can see a slill image of the selected camera.

» Preview

_X_

You can specify the recording profile and how long you want to store the
recordings.

Users Finish

You can change the settings for several cameras in parallel: To that end
select those cameras and change the setfings in one of the selected
cameras.

If the settings in a column are not identical for all selected cameras, you
can click *<no change>' to avoid changing these settings unintentionally.

Cameras recorded by DVR devices are not shown, because the
recording settings for these cameras can only be set using the
configuration application of the DVR device.

~ Motion Alarm Recording in Recording Profiles

Motion Triggered
Alarm Recording

Recording profile

Alarm Recording

Alarm Recording Night and Weekend
Continuous Only

Continuous Only Night and Weekend
Continuous, Alarm Recording

No Recording

7t 2t2F o] m o X0 EAIE L Of g2 Zdstet SAOf O] ZtH 2SS Z =}

& etk
= =
.

+ §_|.

= O 2ygstst JEoM =t Z2E0 il S5

Configuration Client(0ll2f =3l M o st 4xHolM =3}

Mx| dEM

Bosch Security Systems B.V.
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MZ FIte 2t Ftm 2ol tislf VCAZt AtS2 2 2y st

Storage H|0| x|

X

Add storage You can add iSCSI storage devices curently available in the network for
storing video recordings. More storage space allows longer storage of
=+ X the video recordings.

Welcome Basic Authentication = Cameras Storage Users Finish

IP address ~ Storage type

Ol HO|Xlo M= iSCSI AEE|X| X & F7t

Users 0| X|

x

Welcome Basic Scan Authentication ' Cameras’ Recording Storage Users Finish

User accounts and passwords You can specify the names and passwords of users in predefined
+ groups, and you can add further users lo the predefined groups.

User Groups User Properties Different user groups have different permissions. These permissions
% User Groups Full name define the operations allowed for users in this user group.
) You can add user groups and change permissions using Configuration
&4} Admin Group Client

T Admin Description

4§} Operator Group For each user, you can enable a strong password policy. The following

rules apply:
Password « Minimum 8 characters
+ At least one upper-case letter (A through Z)
Strong password policy & + At least one number (O through 9)
+ At least one special character (for example: | $ # %)

Enter new password ©
« Previous password must not be used.

Confirm password

Show password

The password is not set for some of the users, while strong password policy is applied for them

Of B O| X[ M 7] & A
» M AEXE F7
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Strong password policy

MZ Zt=E ZE A AH 1E0IM Strong password policy =21 262 0|2| ME{0| =0f UAELIC
EBREHE FHANLEREH 225t7| 23l ol €Y= /A A= AFHLICL

s Aol HEE L.

- oY AR O E0l thaf A EHM mojxjof 4YE A4 HTHE ZO

- O™ HUHSE MEsliM= 2t IEP

- E A StHe 22X ALE(A~Z)

- A& StLel A AHE(0~9)

- EASHLe S5 X ARZ(0: 1) $ # %).

» ApplyE 2ot EH 2 8T ¥, NextE S5t A& A& &L C.

11: Strong password policy”7t €8 35tE| A0 2t H 2H

HAS IEE & lSLCH AS Aot H =2E HjUH

Configuration ClientE At&5t0{ AIZX OES F7tst AFEX

Finish 0| x|

=
27 Y& R Z2 AERTE U2
% M

Welcome Basic Authentication = Cameras Recordifg Storage Users Finish

Activate Configuration

+ Backup configuration
The new configuration will contain the following settings
+ Licensing
= 1 Video Recording Manager(s) (VRM).
- 1iSCS| Storage device(s) for video recordings.
= 4 Encoder(s) with 10 camera channels.
= 2 User group(s) with 1 user account(s).
= 1 DSA E-Series Storage device(s) for video recordings.
= 1 Monitor Groups.
= 1 Virtual input device(s).

Details

Save and acfivate

Td2 gdststed M Oz Y S Ao oF LCt.

- HZHSZ EAN 25X e ZE X0 s M9 7|2 H{YHS S A FL O
- ERcdR EoldA 7| XS &g etELCt

Y 7|12 H|YHZ

Configuration

Clientol M Enforce password protection on activation (™ -> SM)o0| H| &4
3f MEfEH, 2935tE o MY 7|2 HYHSE A SHX| otz & Lo

2to] Al

LicensingS =& 35t License WizardE 22 ol 20| A I 7| X| & FAot7 Lt 243 &fL T
Save and activateE Z2/5tH 70| &4 35tE L C

m\OII

Y37t §ZE 22 22 E F Finish H O] X[ 7} THA] EA|E LTt O|H ZRoj| et 7o HAS MY
4 A &L Lt Save backup copyE == &L Ct.

=

Save and activateE Z& o™ #40| g9 35t& L Ct

o

w
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BVMS

M3t 43Xz erE ¥ 0k HO|X|JF ChAl BEAIE LT O|X ZR0f met 74 Hels xfzha
2 &L Ct Save backup copyE Z& &LICH

8.3 Configuration Client A|Z}5}7]
Fm
Zte| AFZ X2 Configuration Cliento] 22018 o QU &LICE
A FEE 7|2 el A8 XtE Admingts AFE AR L T Configuration ClientE XM & At&3st= &4
2 0| AFS X2t Configuration Cliento] 2 1918 4 U &L C},
Configuration ClientE AlZstH 2| AHEXIQ O|§ € HASIL HUHSE HA S = ASLCH
.
Z2 ALE0 S8 THE AEXA = CHE A FH T 0/0] Configuration Clientg& A%t B2
Configuration ClientE Al =& 4+ &L CH
Configuration ClientE A|Z}H5}2{H
1. AME M =AM Z23H > BYMS > Configuration ClientS £2 &L}
2390 i3t &AIF EAE L O
2. AM2XIO|E: Z=0| AFEX}t 0|2 Y= &L Ct.
S8 ZEIYUE M3 A&tz 2R MEX O|E2E Adming YL HUHS = X
&L
3. H|LUHS. Zcof HYHSE Y EL ct
golg S/ gLt
S8 ZZ2I™0| AZE L
ZE| AFRLTL Configuration ClientE M & AlZtstH, H|UH= HHo| ${HbE of 3t & Xt7F E A= Of
el AR AYo HUHSEE AFE A TP ELCHL Ol 4TS IUE |RX|otl H|LUHS F o
o wet el SR AFo dEsHUHSE 4P AS HEEUO
Fhzx:
- Y HUHS Y HO|X 3716
- #e2l O§ Fdsty], HolX 320
8.4 Configuration Client2| Ho{ A
A X2 Windows2| ¢10{0f 2H 20| Configuration Cliente] A E T &L|C}.
Ho| & /dsta™
1. A™oroM SM..2 SO
Oh3h & XE7F HAIE L O
2 o S20|M ote A E MEHELICt
AMARI Ao =55 MeistH X E WindowsO| (107t AtEE L|Ct,
3. EQIE S=ghct
HAE oz O30 88 ZTEIY S ChA| AZE If FEEL CH
8.5 Operator Client2| 10| 71/

A X| & Windows % Configuration Client2| 2100l £t 80| Operator Cliente HHE F+4 &L
Ct. O] &7 = Configuration ClientOfl M &3 &l L| T},

Hol& P52

1. A2 18> 2 g SBUCL ABX I8 M e 228U 2 A
=3

ro
]
o
mjy
i
i)
C
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2. Ao S=0|M Yotz A E MEHEL T
3. HdEE NFs2H 2 284
4. Fds gdatstH™ % g S/
Operator ClientE CHAl Al & EtL| T,
8.6 x| ZA
Mol stH > ER|
BVMS Scan Wizard th3t &XE Soll Ctg A& M5t FIte & AELICH
- VRM &A|
— e
- B2 XME QlZh
- Zto|E ™M ONVIF 21 2
— 2H AEZX @ ZEH
- =24
—  Video Streaming Gateway(VSG) &A|
- DVR & X|
HM S ol A E FItstz{™ ZA| HO|X|, HOIX 174 Zo|M 2t Hx| &=g &olgL Ct.
Bz
- HdAME Sdll VRM X F7t, HO|X| 156
- HMg 59l 2tol= M8 ONVIF & =7, HO|X| 215
-  dMs Soff 2tojl2 @& FX| =7t, HO|X 191
- X Ff HO|X 115
8.7 AL HM A
A AE0| M ASHEHH CHE BHAHE 3 &L o
1. O YH 5 otLIE $8ot0 |Aste AARO HERT FAE ME L O
- ME MEE S5 =g 2L
- UHEQI FAE £32= gF SO
- Server Lookups AEd U ERIT FLE MEFLC
2. dst= AA”0 2OQg ot
- HY M AAE
—  Enterprise System
8.8 Server Lookup A2
- BVMS Server Lookup 7|52 2 A7t H3E = MH §5 & g BYMS Management Server
of HZ& & UA &Lt
- Configuration Client == Operator Client2| AME X} §F HO| o2 A|AHS MM A ZOIEO
TANCoR AZAY £ UASFLICH
- A2H” WM A EZOIEE Management Server £ = Enterprise Management Server7t 2 £

] AL_| |:_|.

Server Lookup2 ™ & Management ServerE A5t M 558 S AL L}

Server Lookupdt Management Server £ = Enterprise Management Server= 7| sS4 8t Al
LEOIM HAE 4+ JELHCH

Server LookupOlA{ = A|AHE MM A ZQEE O E= MY S A8l & & ASLICH
Management Server0ll ®Z& & Operator Client= BVMS Management Server2 £&{ 0| E
o AEts £MStD 2to|2 I MY H|IC2E EALICH
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BVMS

UM A SIE{H

1. Operator Client == Configuration ClientS A| =L C},
2701 th3} AKFI} EA|E LT

2. HZ: S50 A, Configuration ClientE sl <F2&
o <FAF..>S MEHELICH

E...>2 ME35l7{L} Operator ClientE

MHE 2ol 7H2l X S IP FAE FHEICHH HEAFLCH
HNECE <FAE.> EE <FAR. . >3 MESIH, Server lookup CH 3} A XtJF EA|E L T

3. (Enterprise) Management Server 4 ZEO dt= MO RESHUERT FAE JHF
L C}.

4. SHIE AMEX O|F2HEHSE ST CH

5. ZestEe, A™ XMEE 228U

6. ERIs Z=ghct

Server lookup Ci St & Xt7t HA[E LT},
7. dot= MHE MEHEL O
8. Elolg Zalsh o},

- L =
9. MET MHIIAH UERAZ T2 SEUEAR F& F X ZFE 718 B2, MY S MH
o At HEAZO A= HAFEHE AE ’<°|II =& HAX &AIF EAIE LI

2291 th3t 4Rt BH: S=0 M 0| S0l FIHELICE
10. HZ: SZ0IA Of MHE Mestn BQIS 2sLch,

AE AT AT UAE MEHHCHH, O] MHO| CHA| 55718 g o Y o] MHE Meg £
ASLITH
8.9 2ZEgo] ZHolMA EAIE
BVMSE M2 HAE Z2, 7|8 WX A JEL & W/Es M IS & FES AZTEYN II[X|
o gto|MIAE &4 3tsf of B LICE.
AMAHRIE gl ststaH
1.  BVMS Configuration ClientE Al &L Tt
2. EJ M R0 A License Manager...S 2& &L|C}
License Manger Cf 3} A X}7} EA| E L C},
3. FItg 2850 2to|MAE FItetL Ct.
2to|MIA 7t o st 4 X7+ B AIE L CF
4. Chsh AXtel X &S mEL o
5. 43It H43™oz 242 EH F lo|MA FIt o5t AXtE BELICH
6. License Manger Ol 5t &% E &L CH
KM S L2 sl D BVMS 20| MY WA E EXotH Al 2.
FS e
- EBlojMA HA =T OiE MRHET B &), HOIX 72
- License Manager ti &t & XH(=+ M ), HO|X| 70
- 2ol A =Tt o3t &KL HO|X| 71
- BVMS 2tojdl A~ 245t 742, HO|X| 19
8.9.1 License Manager CH3} & XH =7 OlF)
Mol 3™ > =3 M+ > License Manager... B3
FE8 BYMS 7| X 9] EfO|MAE 2S5t It 7|52 A 0EE & USLICH
2to|MIA ArEl
2to|MIA HEY E HE AL
2023-11 | VO1 | Configuration Client M| MdTEAM Bosch Security Systems B.V.



BVMS

AZstI ko 71

8.9.1.1

8.9.2

A‘lil II-A
Bosch Remote Portalol M 7[& 20| A S & 5te mf AL Sl X MO|EO tiet Y2E M S
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o s Mg Ch oY 37|= Ot 2 | X Lo
ZQRotX| 42 ZLE{Of Cholf Otx|et &HA & gH= 8L Tt Monitors B & Z2 &L Ct.
ol 2 JbH U CHEXR 74 HOolX| 7715 &=X).

® NP oA ON
[l

Bosch Video Management SystemOf| A O]
A}-‘E’-EI = XE

Of 4 Mol A= LAN LHOI A €2f U0{0F 5t= BVMS 29| BE 74 248
E QU Z0 2 X = ONA2. QIEHEI S E5f Z=3513 ™ VPN 22 2ot A
2449 BEol= MM I EXIEO UAs AFE = StEAO0 HEE 0 A= 2HRH/
M dB{o} st= EH ZEJ} LIS Q&L C}.

Windows Y3t H2l 2t ZEof| sl QHtRz= #E S P9
ZEBVMS 2ZEQ0 S8 Z2IH0| s 2= LM AZE =S S ESLIC

o

Management Server / Enterprise Management Server £E

M (=417]) Z2EE QH2E ZE |EC0|HE(RHEAL H|

Management ubpP 123 ol3H TimeServer NTP

Server

Management TCP 5322 Operator Client, SSH ¢ &

Server

Management TCP 5389 ONVIF Z&X| ONVIF ZEA[, O|H E

Server otz

Management TCP 5390 Operator Client, Configuration Client |.NET Remoting

Server

Management TCP 5391 Operator Client, Configuration Client, |Z& NVR A{H|A0|| Cf &

Server NVR E2I0|HE A 2E

Management TCP 5392 Operator Client, Configuration Client, |WCF,

Server Mobile Video Service, gateway.push.apple.co
BVMS SDK 8& == H m

Management TCP 5393 Operator Client, VRM, MVS Data-Access-Service

Server

Management TCP 5394 Operator Client Operator Clientoil CH &t

Server 24 2E

Management TCP 5395 Configuration Client, Operator Client |At&Xt 7|2 43, ot

Server dE

Management TCP 5396 Configuration Client, WCF 220|H E Mex M F (et o=z

Server A UAZ)

Bosch Security Systems B.V.
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BVMS

M (4171) Z2EE QHI2E ZE  |ZE0|HE(REA} il

Management TCP 5397 NoTouchDeployment& Operator Client | NoTouchDeployment

Server TE

Management TCP 5398 T4 API EEI0|AHE AKKA.Net 714 249}

Server CS 7t L & Sl

Management UDP 12544 SNMP Z20|HE BVMS SNMP get ZE

Server

Management TCP 162 SNMP

Server

Management TCP 5389 - 5396 BVMS ZE

Server

Management TCP, 135 BRS DCOM BRS

Server UDP

Management TCP 808 BRS WebService(DIBOS) WCFE ME& I o] =

Server E9| DibosOll H&E &
& MH

Management TCP 1756 / 1757 RCP X VRMO| &% 1757

Server

%71 5% 74 82

ME (£417]) Z2EZE |QHIRE ZE  |Z2l0|HE(RHRL D

Configuration |UDP 1024 - 65535 |QIZ, VRM HIO 2 ~AEZY

Client

T8 API TCP 5399 REST API EE2t0|HE T8 API

Management TCP 5443 PID PID H&, HTTPSE §&t

Server O M| A

IAAHOIM 2 |TCP 5410 Operator Client, Management Server

LIEHE

IAAHOME 2 |TCP 5411 GRPC MH|A

LIEHE

Video Recording Manager 2£E

ME (£4171) ZZEE |QHIRE ZE (Z2I0|HE(RHXL) D

VRM TCP 554 / 555 RTSP 2&2I0|HE F/EX RTSP 2EE A
A

VRM TCP 40023 Hul S20|HE HU(VRM 4.x8 22 &
AE ME)

VRM TCP 40080 / 40081 |VRM E20|HE HTTP X E
vj_generic.dll

VRM TCP 41080 / 41081 |VRM E20|HE HTTP vj_generic.dll(Z

4 3LAEHE)
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M ($=417]) Z2EE [QHIRE XZE |Z20[HE(RHEXRL H|ZO
VRM TCP 1756 / 1757 Management Server, RCP+E &dff, (2=
Configuration Client VRM RCP+ 220|HE
ol A% 1757)
VRM UDP 1757 Management Server, Operator Client |ZAM & EEEFHAE
VRM UDP 1758 Management Server, a4 2=
Configuration Client
VRM UDP 1759 Management Server, HEZT AM, HAM Of &
Configuration Client HEIHWAE
VRM UDP 1760
VRM UDP 1800 / 1900 Management Server, Operator Client | Z4 Cf & HE[FHAE
VRM TCP 80 Operator Client httpE &%t & VRM A
Ig
VRM TCP 443 Operator Client https& &%t & VRM A
)(kDH
VRM TCP 81 Operator Client httpE S8 2= VRM
X AY
VRM TCP 444 Operator Client https& &8 £ X VRM
XH A4

Bosch Video Streaming Gateway ¥ E

MH (£4171) Z2EE |UHIRE ZE 20U E(RERL H|Z
Bosch Video TCP 8080 - 8086 VRM, Management Server, HTTP
Streaming Configuration Client,

Gateway Operator Client

Bosch Video TCP 8443 - 8449 VRM, Management Server, HTTPS
Streaming Configuration Client,

Gateway Operator Client

Bosch Video TCP 8756 - 8762 VRM, Management Server, RCP +
Streaming Configuration Client

Gateway

Bosch Video TCP 8443-8449 VRM, Management Server, HTTPS
Streaming Configuration Client,

Gateway Operator Client

Bosch Video UDP 1757 VRM ZE0|HE M & EREIAE
Streaming

Gateway

Bosch Video UDP 1758 VRM Z2}0|HE a4 SE
Streaming

Gateway
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BVMS

MB(2417]) |Z2EZ [QHIRE ZE Zalo|HE(REAL Hl
Bosch Video UDP 1759 VRM Z2I0|H E HERAT A4, M &
Streaming HE|F|AE
Gateway
Bosch Video UDP 1800, 1900 VRM Configuration Client HES D ZM, A4 of &
Streaming HE|F|AE
Gateway
Bosch Video UDP 1064-65535 IAH, VRM HIC|2 AEZ|Y
Streaming
Gateway
Mobile Video Service Z£E
M (=4171) ZZEE [QHIRE ZE (Z2}0|HE(REXL) H|Z
Mobile Video TCP 80 Management Server, HTTPE &% & VRM A
Service Operator Client, 2
Configuration Client, HTML £ 20| &1
E, ZHY
Mobile Video TCP 443 Management Server, HTTPSE S8t & VRM
Service Operator Client, Y A4
Configuration Client, HTML Z2}0| 1
E, ZHiY
Mobile Video TCP 2195 Apple FA| & Mac iOS
Service
Mobile Video UDP 1064-65535 °l3AH, VRM HO2 AEZY
Service
Mobile Video TCP 5382 Mobile Video Service 2HtY = Z Xt oicjol ~2EE
Service ERH A
g
Mobile Video TCP 5383 Operator Client oco ~EH
Service BVMS
3= At
Mobile Video TCP 5384 HTML S2i0|HE, ZHtY ¥ oco ~EH
Service BVMS
SaX&t
Mobile Video TCP 5385 Mobile Video Service ZHIY &2 Xt acjol ~AEE
Service EfH A
Gl=

iSCSI AEZ|X| A|[AR ZE
Of FXE ?ls HZ & 2HPEOM ZE MES FI=LCH

M (A7) |ZR2EZE |QHIRE EZE ZE20IHE (2R H|2
iSCSI &~E2|X| |TCP 3260 21AH, VRM, iSCSI 2E2|X| A|AH
A AE Configuration Client,

Operator Client
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DVR £E
O] A% E Qs AZ = ERHOUM ZE MNEE TS SLITH
MH(2A17]) |Z2EZ  [QHIRE ZE Sato|HE(RHEAH H| 1
DVR TCP 80 Management Server, HTTPE S8 UM A&
Configuration Client,
Operator Client
DVR TCP 443 Management Server, HTTPSE &8 A M A
Configuration Client,
Operator Client

ONVIF 7tol2t/7td|2l/lT e E£E
o X E ol HZE SHRHUM ZTE MES FH L L

M (A7) |ZR2EZE  |QHIRE ZE Zalo|HE(RAXL inl

o3 TCP 80 Management Server, VSG, HTTPE &%t AN 2
Configuration Client,
Operator Client

o3 TCP 443 Management Server, VSG, HTTPSE S8t YN A
Configuration Client,
Operator Client

o3 UDP 123 Management Server, VRM SNTP

ol3ag UDP 161 Management Server, VRM SNMP

o3 TCP 554 Operator Client, BYMS SDK & |RTSP 2E2|Y
g Z27¥, VSG

ola TCP 3260 Ol AL (OtRHI2 E) iSCSI =3}

ol A TCP 1756 Ol 2, Management Server, Bosch 7+ 2tof Cf st &
Operator Client M AA

ol R UDP 1757 ClZH, Management Server, AM Oy E2EHAE
Operator Client

ol AL UDP 1758 Ol ZH, Management Server, aM S
Operator Client

ol3an UDP 1800 ClZH, Management Server, HEZI AM, M of &
Operator Client HE|FHAE

oA UDP 1900 SSDP(&M Q1T ZE)

ol3A UDP 21 FTP(ZH Q1324 ZE)

o7 UDP 3702 UPNP(EHM 2134 ZE)

ol A UDP 9554 SRTSP(&M Q13 =

E
ol3A UDP 15344 [/ 15345 RTSP &4I(&M 212
TE)

BVMS C|EH XE
Of A& Qs HZE 2PEOM ZE MFE PR

Bosch Security Systems B.V. FSPNRS1)S| 2023-11 | VO1 | Configuration Client



340 ko | X aiZ& BVMS
M (£4171) Z2EEE |QHIRE ZE |E2l0|HE(REXL H| 1
ozd TCP 1756 Management Server, Operator Client, |Bosch ZtM 2tofl o F &
Configuration Client, BYMS SDK 88 |4 ¢&
T2
C| A UDP 1757 Management Server, Operator Client AMOYd BEREINAE
OzH UDP 1758 Management Server, Operator Client | Z4 S&
o204 UDP 1800 Management Server, Operator Client HES D AM, 44 of &
HE|FHAE
C29 TCP 80 Operator Client HTTPE &8 WA~
OzH TCP 443 Operator Client HTTPSE S8t UM A&
o204 UDP 1024-65535 |22 AEZY XE
C| 3G UDP 123 Management Server, VRM SNTP
C| A UDP 161 Management Server, VRM SNMP
BVMS Operator Client/Cameo SDK £ E
M (=4171) ZR2EE |UHI2E ZE E20|HE(RHXAL H| 1
Operator Client | TCP 5394 BVMS SDK 88 Z=11#, BIS WCF
Operator Client | UDP 1024-65535 |12, VRM HCl2 AEZY
Operator Client | TCP 40082
Operator Client | TCP 41756
LPR, BVMS &%| O{RHE|{ ZE
MH($£417]) |Z2EE  |QUHI2E EZE Z20|HE(RER Hl
BVMS &X| TCP 31000 LPR ZtH 2t S 2t0|AH E VRC
Ol HE
AMS, Access Management System ®£E
MH($A17]) |Z2EZE  [QHIRE ZE S20|HE(RHR H|
AMS TCP 62904 Management Server HTTPSE S8 AM A
EsiAzH
M ($417]) |Z2EE ([UHIRE EZE E20|UE (R Clin
UubpP 5080
ubP 5443
ubP 5756
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31.5 ONVIF O|HIE o| 2ZI £ 3]
£
Jls2 = 2=2E o +°=u_|:+

= ONVIF Camera Event Driver Toola AtE g ct.
Configuration Clientol A ONVIF Camera Event Driver Tool Al %, H|O|X| 1908 &EZESIN Al 2.

N o
m
Lo
or
=2

<
Ml
k=]
rz
Im
=2,
OFI
2

rl

A O
Mate 4 9

i
rlo

t

w
i)

LcH =24

toh

7tZ BYMS Ol E £ 23 ZH 0| ZHS o ONVIFO|ME 2US
=N gAo =50| gLt
2ZE gdsistH
1. Notepad S &2 A& HEJ|M sprogramfiless
\Bosch\VMS\AppData\Server\CentralServer\BVMSLogCfqg.xml It & & L Ct. 22| Xt
Z Notepad 88 ZZ2I¥ s A#HFL|C
2. LS EXLol zetE E2 o3
Add logging for onvif events of a device by network address
FAM0| EE E0|l= ¢tetet dEo| zeE LU CH
3. EHOE2Z onvifEvents.<Networkaddress>E & = gtL|LC}.
2 E ONVIF #X| & /st O|HHEE 25t2{™ onvifEventsh & = &L C},
4. B g2 ZE S48 O/HEO is pDERBUGE = BFLILCH
2= S o E ofsf inrOE LH LT
H| &M steted ™ warN £ = ERRORE & LICt.
. gdstotziH 5 MBS ChAl Al Zfafof S T
= 4 oI ETH ZetE A 172.11.122.222| O|HIE =2 9| of & L|C}.
<logger name="OnvifEvents.172.11.122.22" additivity="false">
<level value = "DEBUG"/>
<appender-ref ref="OnvifRollingFileAppender"/>
</logger>

Qn%

K MH|A (www.boschsecurity.com/xc/en/support/) 0l 24 Al A&HL| Tt
Bosch Security and Safety Systems= Ct21t 22 20FE XA &L Ct
- ¥gycEy

q2 e

HOi
ol o

=

> [H0
L]
HD we [St
e El Y
o

I
e
I

= Bosch Building Technologies Academy
Bosch Building Technologies Academy & AO|EE @Est & w| aPd, HlC|2 X[& L EAMo
H N A5 Al 2 (www.boschsecurity.com/xc/en/support/training/).

o

Px:

- Configuration Clientol M ONVIF Camera Event Driver Tool Al %, H 0| X| 7190
- ONVIF ¥ Hol& 74, HO|X| 220

- ONVIF Ol E oif &, H 0| X] 40
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BVMS

g0 29

Allegiant

Boscho| OtdZ I ESA AQE A AH HEZF.

ANR

e WER3I M 2 S (Automated Network
Replenishment)2 SS&fLICH W ER 3 &oj o|F H
O EMAHERH WEAI HO JIHE AS
E HIC|2 CIO|E o A 22 S SA F= & =
ENAYLICH SAE HIC 2 OO|E = WESX I Zof
O|F UMst g Hetol MY FLCH MEtA EHA
He s SROIE
Ol 284 AEZX 9 =35 EFR2 (UERI A F x
FEUHERA IS ST AN+ HR) x (1 +1/
B ST)etE FA0 ofsh Al AE LI CE A A A 1o
siote =35t 0| R, 1 0|Fe SAHER
MAJt AR = SO0l HE =357 A £ 5[0 of ot

CCL oIEzllo|M™

Allegiant HEZI A H oo A8 = BE 2& AH0{2
ol=zolM. o]l B TS AHE5t0 BVMS IP ZHH|
2/l I E BVMS IP |22 M&e £ &L o
T ot Z 1 FtH 2t £ Allegiant lHEE A XA S
A" Mg == QS

DNS

LMl O] AlAE. URL(www.myDevice.com, for
example)2 TCP/IP Z2EEZ2 AMEst= HEY IS
IP FAZ HESH= DNS AMH

DTP

DTP HX|(HO|E HE Z2MHAM)= ATM X2 HE
CIO[E & dol= HIOIH A 2Z Hatstd ojHfA =
Sofl BYMSZ E”{L|Ct. DTP &X|o] Het ZHIL A
= A=A =elsoF LI Of &2 DTP FA|
O MEZHAMHM MSsts B 2ZEYOHZE +HE
LI c.

DVR

CIXE HO2 3 Z2Y

DWF

Design Web Format. ZFH ZLIHO| 7|& &
HAlst7| ol AHEE LICEH

e
o

BEE AEDXE ERE gL

DynDNS

=& Z09l 0|2 A

| ol
JtsetIP FAE 10*&% DNS 324

+
30
)3
I
o

Enterprise Account

Enterprise Account= Enterprise System2| & 20l
Management Server2| Z %[0 Operator Client At
SXE Hddst= 2 S LIC O Management Server
of FX|of Cj st 2= H$EHO| Enterprise AccountOi A
T E Lt Operator ClientE 0| Enterprise
SystemOfl £&tE0f Y= 2 E Management Server
ZFHO SA0 HZE 4 USLICH Of UM A HEH
2 Enterprise User GroupOi| Cf st M X}Hof ofsf
MO E[ ALt el & Management Server®| Enterprise
Accountoll T+ & &X| Hetol 2ls Ao & L.

Enterprise Management Server

Enterprise Management Server= Enterprise User
groupl #+4& SAESHE BYMS Management
Server@L|C}. $t Cf O] &9 M AREE &HZEst=
Enterprise User groupO| stLt O| & E &L Ct.
Enterprise Management Server2t Management
Server? &2 stLto FH 2= A 4+ USH

=T
Cf.

Enterprise System

Enterprise System2 Operator Client A& X7} Of
21 Management Server Z FEO| SA[O| HM AT
4 U st Bosch Video Management System2)
JlsdLct.

Enterprise User Group

Enterprise User Group2 Enterprise Management
Servero| FEE = ALEX O FQ LIC} Enterprise
User Group2 A0 6421 Management Server &
TEOf HM AT o+ Ae AEXE AU o2t

A
a
ANEXZEAEE £ U= 298 dets AU oL

Enterprise A2

Enterprise ¥ A| A= StLt 0| 49| Enterprise
AccountZ #+4&= BVYMSQ| 7| s Lt Zt
Enterprise AccountOl = §3 Management Server
o Ao chgh Al #ero] EEE 0 YAEL T

GSM

Ol584 22Y A AH (Global System for Mobile

Communication). O/ X|& &Of ®M3t& #&¢ L CH
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H.264
HERHO S8 Z2IO™E ?Ict HXAE 202 & H|
Lo QY (YF)= At RELUL Ol BEM=
HMzHAol mer ohE 6 Z2H0| X85 AsY

Ct. Hj o] A2tQl, HO| ARl E2f{A, Mol T ZEO| A
& Jts & ot # ol A2kl (Bosch Video
Management SystemOil A At = X| 225)2 2CIFE

X2t HolA2tel S8l A= ACIFE XA 5HH H|
Ol A2t 2Lt F O o|n[X| FE S M SELICH Ml

ZE2E2 4CIFE X ¥ 5tH CABAC(Context-
Adaptive Binary Arithmetic Coding)2t1 st= 18
YNe[ES MERLLCEH O E Soll &S #
0| Jts =L

(XK=

E

H.265= 1SO2 & ITU30IAM H2l5tal
YE HO2 &5 2= L CH 2014, H.2642t=
MPEG-4 AVC(Xd= H|O2 ZH)9 &% ZH =2
360 7HH A 774X 4K W HDOIIAM s &=

4 ugLich

108 290l =

2o

AES XM

[
o
°

dFYLct ol
_l

R EH Qe p
ojxe A Y27t

u

oo [k

=
T

Zorr |m D
ful

oo
mn
2

HoIH B R
e
o

HEEHY =315 &= HH =2 oAl x|

4. iSCSI £7I % U 4o FAE ABE

iSCSI =4 3.

o 25 IQN 429 =[xt 0| F0| AFSE LI IQN
&S 0| &83HH iSCSI &2l LUNO| o ot 2 A
Holste =74 A58 498 & UA2H
VRME =7|Xt O|F& O Z7|AF A&
Ch. 27| A} Ol §0| Z7| At &0 F7t&

FX
LUNO| M A 4 UAESF & I4E L O LUN

I>

2 Z+ O

=

[e]]
A

2o

al
=

&
L;grulm

AL AN 2
= =
PN
(=]

iSCSIE &XsIHA 2.
iSCSI
QI A~d HFEH AAE QI Ol A(Internet

Small Computer System Interface). iSCSI= TCP/
IPUERIE Soll 2EZXE &Elsle Z2EZES
O|D|ELICL iSCSIE AFE5tH WER 9 o= X0
ME MZE OolEo| AMAY 4+ ASFLLCH £ 7
JHH| E oj{Hio] EF &0l e, iSCSI AEE| X MH
thes AA StE OA3RM HRE WESRZN A
ZAlo] AHMAO|A = JAELICE iISCSI 02

LAE

2 EE[X g M Zst= MHE "iSCSI Cf "ol 2t
Sta, MHO| HAE O HSE 2lan0| UM ASHE 2
20| E &= "iSCSI 7| X"} gt

JPEG
Joint Photographic Expert Group

JPEG

Joint Photographic Experts Group. A& O|0|X| &
fetoig Z2MA
LDAP
A CIBEEHE HMNA ZE2EEZ(Lightweight
Directory Access Protocol). TCP/IP A0l A Al &l g
= HESRI ZZEZZNM, C{AHE[O] ML
A s EULCHOE 0, C8HE = AEX OE
g AMA HEo 50| 2 = ASLCH Bosch
Video Management System2 O| C|E 2| & A3t
o MS Windows & CHE 7|2 AFE Xt E] Al A
Bl SUSH AL OF0 AMAE £ ASHLCH
LUN
=25 o HS, iSCSI 2F0lA 7HE CjA3 E2to|
B =t mEM(EE)S Malg i AAZE L
otE| M2 RAID C| A3 {3 O] (iISCSI &) 9 25
L

A
T?&I

1} 9

o

A
e

s
e

Management Server
X E 2e|st= BVMS A H @ L Ct
Master Control Software

Bosch Video Management System2} Allegiant &
| AOlo QIEHH O] AR AFE AZEYO{YLICH H
& 2.8 0| &0| AFEELICH

MHT
"4

=

[

OF710] 2 (Web Archive)' & X QIE{Yl AlO|EQl 2
HTML % o|0|X| m & stLtel ool A& 4+
Qe ot FAYLUCH M7t SMotX =S
Internet Explorer 7.0 O| &2 0| &sl MHT It =
£ 7ol 4L

2k

NTD(No Touch Deployment)

HXAEEL SRE AL” T @45 HESHK] o

I NET S8 ZE2IYE Xts OREE, 84X U &
t= 71&. Bosch Video Management Systems At
& A2, NTD= Management ServerOfl A
Operator ClientE Y Hl0| Edt= o AFSE LICH A
H & 0] Management Server0| X &= Q10 2+ At
& X7} Operator Clientd] 2 1235t= 0| Yo 0]
EJt ¢l &L ot of2] Management Server Z FE 0f
CHall Operator Client StLHE AF2E 22, NTD=
Operator Client7t # 20| 43& =z 226
Management ServerOf X ZE ~ZEY 0 HETE AL

[e]]]

00
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BVMS

SELCH dolgt HAS 38 Z2 S 0| 8df TtE
Management Server®f| 20IstH = A2, AZES|
o HAEO| YX|5tX| 2222 Management ServerZ}
HEEX A2 A2 HAEL L

NVR

Bosch Network Video Recorder. 2C|2 & H|C| 2
O OlE{ & X &3dt= Bosch Video Management
System? HFHZ Z0| =7 NVR E= 2|HHE
NVRE g £+ LTt O] NVRE Bosch Video
Management System0| S&& = U= VIDOS NVR
o= CHEU O

oIiD

WA A XH(Object Identifier). SNMP 20| M A}
2o &= 80{0|H MIBH4E ZH L
ONVIF
QEUER/I HOR AHIOIA T, EX T H|C
2 HEN M= 22YH EEYLICH ONVIF &
X = 2to|E H|O 2, 202, HEHOIE §& wE
AL, FEE MY £ A2H, ISt JEE
OF Mg |2 HE| AAH SO HER/RT S
EIYo| HAZF Lo

>
RS

=2
o
Operator Client
ANAE ZLEHE Y 2HE 918t AEX QHEOIAE
X & 38t= Bosch Video Management System2| +4
A,
Operator Client 2|3 AE|0|M
Bosch Video Management System EZ 0| A 2t0| 2
HIOl2 27| ¥ O MY S AlstD HPs 745t
7] /sl AHEEl= 2 FE 0] HFEO0 Operator
Client7} M x| & L C}.

P =g
ol = =82 (Predicted Frame). H|C| 2 &= dAl9|
ol=oOlL|C
=T H | |-'

PID

do: ¥d=)s FERUCLL. 0] 88 =
2 AEEHOM AIRE AEE £+ U=
et o

POS
EHj Al ™ 22| (Point of sale).

PTZ 72t

M (Pan), € E(Tilt) ¥ &(Zoom) 7ls2 %= 7to 2t

RAID
Redundant Array of Independent Disk. & 7§ 0| &
Of StE C|A3E Bt 7H9 E2to|Eel AXMEH 4
i AMSEHL|Ct. O]2{ gt E2t0| 20| M HOo|H &= SR/
AU SHELULC RAIDE 88, A2d 2 £k HOlM
2O SME 52 2457 /s AL E Lo

RCP
Remote Control Protocol.

ROI

. ROI9 == 1F HD 7tH 22 FtH 2t 0]

& s i e ZES F Aot et

tol 2ty E S &gk Cf.

RTP
Real-Time Transport Protocol2| 2FXtE2, A Al ZF H]
02 % QOOE St ME Z2EEE

RTSP

AANZFAERQU ZEEZE, Q[ 2 HICJQ HO|H E=

=]

AZESO|B IP J|ue| EYIE S5 &=
H&she B HOE B HEYT ZREB
=

Server Lookup
Configuration Client =& Operator Client AtE Xt
Tho] AAER AMA 20 E0 X822 HE5ts
UM A HHALICH A|AE WM A ZOEE
Management Server £ = Enterprise Management
ServerZt 2 & AL CH

SNMP
&= U EQ3 22| Z2EZ(Simple Network
Management Protocol). HE 3 FAZ22H &
£ YIU(GET) HIERIZ EXo H7HH+E HF st
(SET) EQ st o|H E(O|H E)oj| et LIS LHE £
A= Pt Z2ER

TCP
Transmission Control Protocol

TCP/IP
S HO 22EZ/HY Z2EZ QHAY Z2 &
£ Z3Z(Internet protocol suite) 22 LM AL
LICH IP U ERISE Soll IO E A&dt= O ALE
He s Z2EZE o

UDP
MEX HOIEHIM Z2EZ. IPUER 3 &AM oo
HE westy| ?Ish A== HlHdd Z2EZ. UDP
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ZH 3 98, 99, 100, 114, 235, 259, 276, 279, 281, 298 Bosch IntuiKey 7| £ £ 49, 116, 133, 143
SEATH 234 Bosch Script API =2 & 83
sy 2E 41 Bosch Video Management System 17
SR EEX| ZHm 2t 328 activate 70
2d 3t 86, 89 GUI ¢ 333
T4 86 licensing 70
o™ 4 87 overview 17
XA E 86 =2tel =g 14
X E 96 BVIP decoder
A add 129, 167, 192, 199
activate BVIP device
Bosch Video Management System 70 password 132, 208
add BVIP decoder 129, 167, 192, 199 BVIP encoder
add BVIP encoder 129, 167, 192, 199 add 129,167, 192,199
add encoder 164, 172, 198, 329 BVIP I ZH 76, 203
add pool BVIP 212 76, 203
VRM 162 BVIP 21 Z F7t 130, 203
add text data to continuous recording 280 BVIP @1 2. %7t 130, 203
add unmanaged site 194, 196 BVIP A
add VRM 157 HEH = 198
alarm map 282 2 H ol 198
alarm recording 281, 293, 294 C
alarm recording mode 269 CABAC 268
alarm sequence 281, 293 camera round 243
alarms camera sequence 243
sort order 282 CCL o 28 0] 147
Allegiant CCTVZIEE 143
CCLofj=d|old 116, 147 aZ 24 334
Network Host Z= 12 57 change IP address 210
PTZ camera 262 change network address 210
too many cameras 335 change password 132, 162, 208
e AAH 58 change pool 209
Aol g 57,58 Client Command Script
HAYH HA 49, 50 executed on startup 84
Allegiant CCL commands 59 CLL commands 147
Allegiant CCL emulation 147 codecs 269
Allegiant CCL of 8| 0|M Compound Events 276
MM A HEE 146 configuration data to OPC
Allegiant CCL o &2 0| | O] X| 146 export 88
Allegiant file 335 connecting
Allegiant Il EE A 115, 123 Allegiant matrix and BVMS 54
ANR 77,210, 261 Bosch IntuiKey keyboard and BVMS 50
aspect ratio 16/9 308 connection string 111
ATM POS ZX| 115 control of a camera 91, 269
B customized events 276
blinking device icons 277,294 D
Bosch Allegiant &= &8 F7} 91 data sheet 21
Bosch ATM/POS E 2| X| =7t 90 DCZ7IEE 143
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default stream 126 P &4 #HZA 98, 115, 128
device replacement 72 iPad 147, 148
Device Tree 114, 159 iPhone 147, 148
DiBos &X| 115 IQN 0§ & 177
dome camera 272 iSCSI 2E2|X| A|AHE 174
DSA E-Series 171,176, 177 iSCSI 2E2|X| & 156, 174
DTP3N 139 iSCSI &Xx| 177
dual recording 29 K
DVR &l 120 KBD Universal XF keyboard 126
E KBD Universal XF 7| 2 = 49,116
encoder L
add 164, 172, 198, 329 language
encoding on NVRs 114, 159 Operator Client 299
Enterprise Management Server 309 LDAP 12 108, 321
Enterprise System 24,79 LDAP AM2 X} 299
Enterprise User Groups 297 LDAP AF2 A} 12 108, 299, 321
exception days 257 licensing
export Bosch Video Management System 70
configuration data to OPC 88 Stratus server 70
F Logbook database 111
Failover VRM 29 connection string 111
finding Logging 160
information in the Help 14 logging ONVIF events 341
Firewall 186 LUN
firmware upgrade 2TB =1} 166
Bosch IntuiKey keyboard 53 M
Forensic Search 126 Management Server 21, 24, 313
G manual recording 41, 281, 293
global alarm settings 292 map
GUI ¢ 333 blinking hot spots 277, 294
H Map-based tracking assistant 250
H.264 268 MIC IP 7000 332
H.264 2= 3| X ZE 268 Mobile Video Service 61
HD cameras 308 monitor group 134, 135, 282
help 14 add 134
holidays 257 initial camera 135
HTML o 234 0sb 135
quad view 135
II/O os 116 single view 135
Independent Operator Client 312 startup camera 135
initial camera 135 MoV . 305
. . move device 180, 189, 208
intrusion panel 149 . .
. multi monitor mode 308
IntuiKey 7| 2 E 143 .
multicast 186
IP address
change 210 N
P =4 network address
R 98, 115, 128 change 210
== 97 NVR 21
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(0] Server Network 194, 195, 196
Offline Mode 312 SNMP &3 106
ONVIF logging 341 SNMP E
ONVIF B|Cjo| =2d 261 get 106
OPC Server 333 S 106
Operator Client 17, 236 sort order
P alarms 282
password 132, 208 states 98, 99, 100
password change 132, 162, 208 Stratus server
Person identification licensing 70
Add cameras to person identification device 154 system requirements 21
Adding a person identification device 152 T
Person identification device 152 time zone 194, 195
pool too many Allegiant cameras 335
change 209 transcoding service 148
move device 180, 189, 208 trigger text data recording 293, 294
VRM 162, 209 U
post-alarm time 269 UHD 7t 2} 127
post-event time 269 unmanaged site &7t 194, 195
pre-alarm time 269
. \")
pre-event time 269 . .
. Video Analytics 151
Primary VRM 29, 158 . . L
e Video Analytics &X| &7} 151
printing the Help 14 . .
. Video Streaming Gateway 115
protect alarm recording 293, 294
VIDEOJET 7000 connect 332
PTZ camera 272
. VIP X1600 XFM4 268
Allegiant 262
VIP XD 49
PTZ M4 323 )
xtch 302. 307. 323 quad view 135
o1 sl T OIE{H| 0| A M7 133
PTZ MO &= 323 stz EzaA oc 133
ort 2l A
PTZ AtEt 302, 307 e
PTZ 7toi 2} 273 M
add 157
Q add pool 162
quad view 135 Failover 29
R pool 162, 209
RAM recording 269 Primary 29, 158
redundant recording 29 Redundant 29, 163
Redundant VRM 29, 163 Secondary 29, 158
refresh states 98, 99, 100 2 EHEHE 117
Region of Interest 261, 301 2x 117
Release Notes 21 EX XHoj 23 162
Remote export 42 Zof 5+ 117, 162
remove prepositions 272 =S 117
ROI 261, 274, 301 = Zof 5+ 162
S VRM 3.50 165
Secondary VRM 29, 158 VRM =3t 74 91
sequence 243 VRM £ E2[X] & 156, 174
Server ID 73 W
Server Lookup 119 Web client 148

2023-11 | VO1 | Configuration Client

Bosch Security Systems B.V.



BVMS Aol | ko 355

WLAN 147,148
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