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1 System overview

This instruction manual for authorized service providers
contains instructions on the installation and commissioning of
the Bosch fingerprint readers BioEntry Plus and BioLite Net..
The information in this instruction manual is, to the best of our
knowledge, valid at the time of publication.

As part of our commitment to customer service we nevertheless
welcome suggestions for improvements

1.1 Important Information

Bosch Sicherheitssysteme GmbH
Robert-Bosch-Ring 5

85630 Grasbrunn

Germany

www.boschsecurity.com

© Bosch Sicherheitssysteme GmbH, 2016
Tel.: +49 (0)89 6290-0

Fax: +49 (0)89 6290 1020

Purpose of Equipment
This hardware comprises fingerprint readers for access control
and time attendance, which are suitable for mullion mount.

Country of Origin and Production Date

The label applied under the bottom of the reader housing gives
the essential information about country of origin and the
production date.

The Country of Origin is Korea.

The week and year of production can be read on the left side of
the label next to the word MANUFACTURED:. Read it according
to the code WW-YYYY, i.e. for example 32-2015 for week 32 in
2015.
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1.2 Important planning notes for contactless
readers

Influences on reading distance

—  Metal in the "active" effective HF field.

— Interference with other readers in immediate vicinity
(distance < 30 cm)

— Interference with high-enery sources

-  Switch mode power supplies

-  Cable quality, shielding, and cross-section dimension
(remaining input voltage at reader, EMC)

Bosch Access Systems GmbH 2016-04 | 1.1 |
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2.1

Installation

The LECTUS_fpadmin_Setup software is delivered on a CD with
the product.
This software is the LECTUS fpadmin_ExpressSetup.exe.

Server and Client Installation

Notice!

If you update the first time from BioStar 1.6 or other versions to
LECTUS, uninstall the BioStar (Server, Client or Express) first
Stop the BioStar Server Service. Then uninstall the BioStar SW
(Server, Client or Express).

If you want to migrate readers of an existing system to be used
with LECTUS FP admin Software including all new
functionalities, use the migration tool as described in chapter 4
(Bosch Migration Tool).

Install the LECTUS server and client as follows:

—  Export LECTUS fpadmin_ExpresSetup.exe from the CD to
the computer.

—  Click on the LECTUS_fpadmin_ExpressSetup.exe and run as
administrator.

If you encounter the following error message, ignore it.

@ Etror 1904.Module C:\Program FilesiBusiness ObjsctsiBusinessObjscts Enterprise 11\win32_x86iplugins|authisecL DAR|secldap.di Failed to register.

HRESULT -2147024770, Contact your support personnel.

[Tabort [ pewy ][ gwoe |

—  Follow the installation guide.
After a successful installation these icons are displayed on your
desktop:

2016-04 | 1.1 |

Bosch Access Systems GmbH



LECTUS FP admin SW Installation | en 7

@ i
BECVED and

U]
Notice!
For Windows 7 or higher you have to run the LECTUS fpadmin
SW as Administrator

md @

Consequences

—  Right-click on the above icons and select Start as Admin, or

—  Set the option fix with a Right-Click on the icon.

— Then select Properties > Advance and select Run as
administrator.

Set Run as Administrator for both icons:

Bosch Access Systems GmbH 2016-04 | 1.1 |
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Targettype:  Application
Target location; server

Tangst: TUS fpa'\server\LECTUS fpaServerConfia.exe']
Stat in: :EIFmgam Files (cBEPLECTUS fpaiserver’”

Shottcut key:  MNone

Comment :
| Open Fie Location | | Change icon... ]‘L Advanced... |

2016-04 | 1.1 | Bosch Access Systems GmbH
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G - ) -
Advanced Properties ]

i

Choose the advanced properties you want for this shortcut.

as administrator

'msophon allows you to run this shortcut as an
administrator, while protecting your computer from
unauthorized activity.

Run in separate memory space

ok J[ concel |

2.2 Start LECTUS_fpa Server Config
Click the following icon to start the LECTUS_fpa Server:

On starting the LECTUS_fpa Server following message is
displayed:

Bosch Access Systems GmbH 2016-04 | 1.1 |
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Errar

—  Click OK to continue.
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? LECTUS_fpa Server Config

~ Status

Ex)

‘ Stopped

~ Connection

% TCP Port

|14BU

Thread Count |32 Client List ... |

—Server Matching

g Thread Count

—

~Database

= Database Type

D

Database Mame

Database Server

Max Connection

|saL server

E

| LECTUSTpa

= Server Authentication

I localhostifpaserver
|1—

SetMName |

& Windows Authentication

Port |‘1-'1-33

Password

rSSL

@ OpenSSL Path

Pass Phrase

I CA\OpenSSLibinlopenssl.exe

Browse

Change

1A

Refresh

Apply QK |

Cancel |

—  Click Start to continue.

Bosch Access Systems GmbH
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2.3 LECTUS FP admin 1.0
Uewss
- Click wﬂﬂ to start
—  Enter user ID and password and select Server Settings to
continue:
&8 LECTUS fpadmin V1.01 ==
User ID
Passward
Cannot connect to server
’ Server Setting ] [ Loagin ] [ Cancel l
—  Enter the Server IP address an Server Port No.:
& Connect Server @
Server IP w2 . 23 . 0 . 2
Server Port 1430
Connected to server
[ Test ] ’ Save ] [ Cancel
—  Click the Test button. If the server is connected select Save
to close the window.
2016-04 | 1.1 | Bosch Access Systems GmbH
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On first starting the system, define the administrator name
(AdminlID) and Password in the window below:

Add New Administrator ==
Admin ID Bosch
Password I
Confirm ------l
Admin Level Administrator -
[ QK. J [ Cancel

-  Now login using the Admin ID and Password as defined

above:
B LECTUS fpadmin V1.01 ==
User ID Bosch
Password Ty
Connected to server
[Ser'uer Setting ] [ Login ] ’ Cancel

Click Login to start the LECTUS fpadmin 1.0

Bosch Access Systems GmbH
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3 Configuration

After the Suprema software has been installed, the following
features are described:

—  Device configuration

— Adding a new user and its data

—  Defining a new device

—  Access Monitoring

Precondition
—  To be able to scan a reader check whether:

—  The fingerprint readers are connected with the

network,

—  Server and reader are in the same sub-network.
If the network settings of the reader are unknown, the user can
initialize a network reset (described in the reader manual).
The default network address after reset is 192.168.0.1.

2016-04 | 1.1 | Bosch Access Systems GmbH
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3.1 Add a new Device
Start the LECTUS_fpadmin V1.00 client.

BB LECTUS fpadmin V1.00 s |

User ID

Password

Connected to server

Server Setﬁng] ’ Login ] ’ Cancel

Enter user name and password.

‘ Hle View Theme Option Administrator Help
| (@) Back (w0 Foriiaid [T pefresh € Find Liser | [ ot
i 2 - 5

el o)
Device T E——

= 58 pevice Device 1D Name Type P
= @ BioStar Server

Task -
5 idd Device
3 Frmware Upgrade

Details |

Total : 2
Selected : Device

Bl vser
[ voors

1. Open the Device menu.
2. Click the Add device task function.

Bosch Access Systems GmbH 2016-04 | 1.1 |
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Search and Add Device rE
Select ome of way to search device to be added.
@@iﬁmﬁ
) serial
3. Select the LAN option.
4. Click the Next button.
Search and Add Device rz\
This is to show advanced search,
Cree
| | [255] [t ]
6)
l < Back H Mext = [ Cancel
5. Activate the UDP control.
6. Click the Next button.
2016-04 | 1.1 | Bosch Access Systems GmbH
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Search and Add Device kel

Searching Finished. .
In order ko change network information,
configure setting on the right after select the specific device in the list,
IF you want to add BioStar Server, check [Server Use]

Change Metwarl:
Device 1D P Type
24360@ 172,18.0,95 BioEntryPlus DHCP Oiuse &) ot Uise
1P Address 16, 7% . 10 . 12
oy [0 =10 1(9)

Subnet | 255 255 o255 . 0 |
Port 1471
|:|Server 1 o p

<l |l B Server Port | tam

. : 10
1 devicels) Found.| SystamInFo] [ Refrash ] [ Modify

< Back Mext = Cancel
7. Select the device to be added.

8. Choose the Not Use option for DHCP.

9. If necessary, fill in the fields IP address and Subnet.
10. Click the Modify button.

11. Finally click the Next button.

Bosch Access Systems GmbH 2016-04 | 1.1 |
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Search and Add Device J

Select the device to be added and press [Add] button to finish,

Device 1D P Type

m@ 172,16.0.95 BioEntryPlus

Papn
13
N

< Back Finish ' Cancel

12. Select the found device

13. Click the Add button

14. Click the Finish button.

The new device is shown in the Device tree of the Server
Window.

2016-04 | 1.1 | Bosch Access Systems GmbH
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3.1.1

&/ Device Basic Informaton
B LECTUS fpasener )
8 Ewm Name sus(172250.11] Deen i
B ssseonn223076] Frwre VIS5 OeieTipe  pOEERFOC
Operaion Mode | Fingerpint | Network | Input | Output | Display/Sound | Wiegand |
e — Fcetrostpc e
e gmmn e Ewwm B e )
Operaton Hode
" NoTme B
Cord + Fgerent Ainays -
Fingerprint Only NoTime A
Cadory WoTme e |Use Wiegand Card Bypass.
st Auth Db B
Mifare iCLASS
ElNotuse crd Cudresdoghode  WhaeCony [ VewCadlamt ]
Task .
B AddDevice Gard D Fomat
15 Firnware Upgrade FamatToe  toma v oeod  W® v o e
Details .
Total:0
Selcted: 1406[17223011]
5 user
5 pevie ‘
2] Monitorng
Rescy AP UM | SCRL

Check the operation mode

—  Check if the mode is on Card + Fingerprint
-  Set Card Reading Mode

—  Set format type to normal

-  Click Apply

—  Select the device

Set Get Host PC Time
Check if the Operation Mode Card + Fingerprint is set

to Always
Check if The Card ID Format Type is set to Normal

Click Apply.

2016-04 | 1.1 |
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3.1.2 Reader Settings
After adding the new device change the following settings:

—  Open the Wiegand tab.
Set Wiegand Output to Wiegand (Card).

—  Click Apply.

Option  Admiristrtor _Help.

(4 @) Forward B Refres ind User | Prin
@k @) revcs G e Gy mover i
Device iiiiiiiiiBBBBBBB—_———

5% Device Basic Information
B LECTUS fpaServer
Name 31906(172.23.0.11] Devee D

I 3uoen223011]
I sseeon223076) Femase  VISLIONS  DeveType  WROFGEFOC

Operation Mode | Fingerpint | Network | Input | Output | Display/Sound Wiegand

5146

tegand 1o
jegand outp
Wiegand Format

Cus Change Format

TOO0 TI00 T000 100 OO0 OO0 1000 1000

Task FolCodevae [0 e i Code
T AddDevice

3 Firmuare Upgrade

Details

Total:0
Selected : 31406(17223011]

Bluser
T pevice
(&) moritoring

I — had Vody oo | [eshmotes

CAP NUM  SCRL

Ready

2016-04 | 1.1 | Bosch Access Systems GmbH
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3.2 LECTUS enrollment

3.2.1 Add a new user

To add a new user follow the steps in the screenshots below:

5 User M 4102 Name New User(r) [ )
2 User vt Bosch b
2 vareacn b =
2 oo Tt -
2 Vst
2 ierStandard G Pesord e
Z Newtset)
Detaits | Fingerprints | Card | Event |
D =
Startoate i 1200 G-
Exry Date 2pyED T B hor
Private Auth Vade Devie Defat
e [~ =
o [—
Genders Fenske -]
Date of it 71 s R
Task
&, AddNewUser
iy Export User
qn Iy
B
8 Menag
Details
Total:8
Selected: New Usert)
B pevice
2) Montor
et CAP.|NUMSCRL

1. Open the User menu.
2. Select the Add New User function from the Task menu in

the left frame.

Bosch Access Systems GmbH 2016-04 | 1.1 |
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BB LECTUS fpadmin V

Task
25 Add New User
w Expor U

Details.

Total:8
Selected ; New User(l)

StartDate
Expry Date:
Private Auth Mode

Detals | Fingerprints | Card | Event |

2
U0 Gv
2N G B hor
Device Defaut

7/ 92015 (4

.
Enm«
(8} Monitoring
: 5[ e

[ R Sheem—
3. Enter the Name of the user.
4. If a pin code is required enter a number of maximum six

digits in the Password field.
5. Additional user data can be added on the Details tab.

2016-04 | 1.1 |
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Selected: New User(l)

|| oepartment

Teleshane Eval

Passnord

31458[172.23.0.72]
2

Flue
B pee

Hodify Pivate Informaton

) 3]

| Verification Test

)
Ce e )

AP NUM SCRL

6. Open the Fingerprints tab and select a reader as
enrollment device.

7. Click the Add button to add a fingerprint to the user.

8. Place the index finger on the reader and click the Scan
button.

9. Follow the instructions on the screen and, if the test is
positive, click the Apply button to confirm the changes.

md @

Notice!
There is no warning for unsaved data.
If you leave the dialog without clicking the Apply button, all
data will be lost

md @

Notice!
The selected enrollment reader will remain set for all

enrollment actions.

Bosch Access Systems GmbH
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B LECTUS fpadvin V:

cadType
Cardto

CardIssue Hstory

Selected : UserIC

s
8 ke

e

passucrd

Detst | Fingerprints c..! Erent |

cass csn -
21-6302
[l Bypass card

Cardo.
251-62802

Mo DateaTme
1 150709 1611019

@) Wonaig

AP NUM | SCRL

B

10. Open the Card tab and select the card type
11. Click the Card Management button.

Select the Device ID of the enrollment reader.

.
Card Management

Device ID 49869[172.23.0.76] &
Card Information
User ID i_u
Card ID 5523”2
Custom ID 5231
Version 0
Country [U
@
i ReadCard | | UseUserld || ok ][ cancel

2016-04 | 1.1 |
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12. Click the Read Card Button and present a card to the
reader.
13. Click the OK button to close the dialog.

BB LECTUS fpadri

Name UserIC
Department =
Teetone carsi

=l Admntevel NommalUser

Detats | Fingerprints Card | Event |

CardType ansscsn -

o ==
[]Bypass card

Card Tssue Hstary No Date &Time Card No. Status
e e e e

@

- |

i
14. Click the Apply button to confirm the changes.

The new added card is displayed in the list control - see the red
frame.

CAP UM SCRL

Bosch Access Systems GmbH 2016-04 | 1.1 |
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3.2.2 Delete a Card

To delete a card proceed as follows:

‘ Ele View Theme Option Administrator Help
ek (09 rorward (Rt @, i s | Pt
User
= g Use
S vsertm
; UserEMa102 Name e300
UserE11 Bosch
ctment
2 vernca Sein =
% Tephone eval
bt
e ninntevd [omaitee

Detsts | Fingerprints Card | Event |

caaTipe icasscsn - <}
Cardie o Cord Managenent
[lBypass card
Cordlssebstoy [ paearime Cardo Stons
1 207090 216202 Regster Cad
2 201507-1417:0089 23162802 Dekete Card <=

Task — | Card ot
A New User
& veerD 2

Total: 13

- Co)

B user
T8 pevice
| ooy ] 'U'

Select Card Type

Click Management

Check if Card ID is set to Zero

Click OK to confirm

. Click Apply

The result can be found in the Card issue history.

N

2016-04 | 1.1 | Bosch Access Systems GmbH
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3.2.3 Data Transfer

To transfer the data to the fingerprint reader follow the steps

below:

=-dg User Basi Informaton
jser —

i oy s
=
e
Details | Fingerprints Card | Event |
e [ .
o foioam
[Fl8ypass card.

CordlesetBey [, pateaTime cardo seus

1 150709 1811418 251-62302 Regster Card

Task |

2, AddNew User
up B

|

CAP UM SCRL

1. Select the Transfer All Users to Device function from the
Task menu
The following screen opens:

Bosch Access Systems GmbH 2016-04 | 1.1 |
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Select a Device

Evice
24037[172.18.0,19]

Selected Users

User 10
1

2
3
4

User
Frank.
Patrick.
Etienne
Rainer

Department Telephane Email

(3)

|

Al users

Synchronizs All Ussrs | Transfer allusers to device and delete redundant ussrs in device only.

g\

Delete Users Caution: Delete selected users in the list above from the devices,

L

Cwerwribe Users with different information,

Select the corresponded device.
Activate the Overwrite users with different information

control.

Select the desired user.
Click the Transfer to Device button.

2016-04 | 1.1 |
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3.3

Monitoring

To check the configuration of the device have a look on the
events coming from the device.

Fle View Theme Option Administiator Help

fonvd Dt

X > —————————
Restime Monitoring | Log st |
. Y B DSovinge Dlavoimeeretes | cex |
] oste Deeel | deie et v v saus
Doomrs e esunacs Rt M Eror o
owoomen s sz st s Eror o
oLooms e ssunzes vl Success 5 st cs
ooomys e swsnnzems vl Success 6 s Bosen
omoomyn s  sssanzem vl Success 7 vseren con
ooomyn e ez ool Scces & e Sandand B
oLooms e ssunzos vl Success 5 terr
ooomys e swsnnzem vl Suceess 10 e
ooomyn s sssnnzem vl Success 6 eoman
ooomyn e sssnnzem vl Success u Vertc
2001-01-0100:17:43 49869 49869(172.23.0.76] Enroll Success 5 User Standard CSN.
oo e swsunzens) vl Success 6 s Bosen
ooomie e  ssnnzem vl Success 7 vseren con
ooomae e sssnezems vl Success e SandardBsch
oo sz vl Success 5 U
oo e ssunzes) vl Success 10 e
ooomae s swsnnzem vl Success 4 eoman
omoomae s  sssanzem vl Success 2 et
Task
a Egortlog
[ UploadLog
[ DeleteLog
Details
Selcted: Deice
lver
i
Monitoring
s car um_scr
e e

1. Open the Monitoring menu.

2. Select the Realtime Monitoring tab.

Generate messages creating actions at the door.

1. Verify that the done actions are shown on this page.

Bosch Access Systems GmbH 2016-04 | 1.1 |
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34 Add Devices to the BIS System

The using of the FPL readers in association with the
AccessEngine will be shown using a door model 1c.

Precondition

- The AMC2 4W is successfully defined in the BIS
Configruation Browser and the connection is working fine.

—  The fingerprint reader is connected with the AMC over
Wiegand

Proceeding

New entrance

Settings
Entrance model: | DM O1e: Common daor with entry or exit reader ( 1 7‘;:
Max. humber outputs/auhonizations: :rB_;E_| [[] Mantiap option
Readers

st inbound reader:

st outbound reader; |: <Noreader defined:

2nd inbound reader [optionall: | <Moo reader defined: vi

'nd outbound reader [optionall: : <Nao reader defined:

[ ak. ] [ Cancel ]

The BIS software sets the reader address and the signals on the
corresponding places automatically. See the below attached
screen capture.

2016-04 | 1.1 | Bosch Access Systems GmbH
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# BIS Configuration Browser

Fle Edt Extras Help

txP |

1 Conneclion servers

Devics data | Device lype assignment |
[l+ =82
= B MaC
ANMC 4eRd
AMC 4t
AMC 4Rt
e AMC 4-W-1% FIN code time model  <na time modsl>
=fmorc
@ poor-2
W WIELK Reader-1

| WIETK Reader | Setings | Daor contal | Addtional setiings |

PIN cods requited: |0 = PIN code tumed off

Device data | Device type assignment |

+ T8 M ox
= B MAc | DM 01| Terminals |
amC apa =
& g Amc 4w Sianl alocation of 'MC W1 it § signal paiing
&= AMC 4-R4-1
S f AMC 41 Board T. entrance Input signal entrance DOutput signal
Ml DMoic AMC 4w 01 DM 01c Door contact DM Olc Release door
Door-2
WIELK Reac AMC 41 3
AMC 41 04
AMC 41 05
AMC 41 06
AMC 41 o7
AMC 41 08

Bosch Access Systems GmbH 2016-04 | 1.1 |
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3.5 Add Devices to the Access PE System

The using of the FPL readers in association with the Access
Professional Edition will be shown by using a door model 1c.

Precondition

- The AMC2 4W is successfully defined and the connection is
working fine.

—  The fingerprint reader is connected with the AMC over
Wiegand.

2016-04 | 1.1 | Bosch Access Systems GmbH
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Proceeding:

Define Entrance

Description | Door 1c

Lac |1 v

Please configure LAC, GID and doormadel

Diocr madel | 01¢ - Cammo

n door with entry or exit reader ®|

Reader configuration

Reader type Address [1..8) WWiite access

Sury, camera; |V|P #1600 - Gerast] | [ Video configuration J

- Yy Device data
7 fram u:au:}_'re

Access: ] =l
fo Wwiegand ‘I_i

(7} Search device
data

Signal definition

¥
X

Signal description Ondev... GID A DID Connection
Baoard
oar —

[#| Door sensar AMC 0 {3 1=
¢ Pushbutton: Droor open S =
=+ Boltzenzor
4| Entrance locked
4| Sabotage signal =
4| Local Open Enable et

D'oor opener AkC 0 1
Mlooma, (&) v

H
=

LCancel

1. Add a door model 1c.

2. Add a reader wi

th the address 1.

3. Define the input signal Door sensor on connection place 1.

4. Define the outp

ut signal Door opener on connection place 1.

Bosch Access Systems GmbH
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3.6 Add users to the BOSCH system via User
The scope of this chapter is to show how the user Identification
Number (ID) of the Suprema data record is used in the Access
PE and in the BIS Access Engine as a card number.
Necessary settings in the LECTUS fpadmin
—  Select a device
- Go to the Wiegand folder
—  Set Wiegand Output to Wiegand (user)
S s sene s nfomaten
B au0607223011) Name 31906(172.23.0.11] Device D B
B soes0017223.076) Fmwere VLS1_i40508 DevkeType  PRDFPOSIEOC
Operation Mode | Fingerprint | Network | Input | Qutput | Display/Sound. Wiegand
s
- [———— (=) o
1:1Dbit / O : ParityBit{Odd) / E : ParityBit(Even) / A8,.. : Fields Gueniosts |0
FCCode. Disable Puise Width(us) % 20 ~ 100 (us)
M Add Device
3 Firmware Upgrade
Details
e
v
E""‘“
) Moniorng
e T
=
3.6.1 BIS-Access Engine
To assign the ID from the LECTUS_FP admin software, proceed
as follows:
2016-04 | 1.1 | Bosch Access Systems GmbH
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& Main meny @ H b 1 o« IS | ‘ 2]
[

* o )
I'H'IT 1 Mame: | Tester 22 First name:
Personnel no.: Date of hirth: =
Persons
Employee ID: | Employee - Gender: -
Company! _! Title: |——
e dmigan s ID card no.: [— Reader
Print bad,
Bt | Customer code: [0

Authorzstions | Oifer deta |

ﬂ' Accsss profile; | Cancel

PIN code Assigned access authorization Available acress autharizations

% Name [Tmemodel  [vald from Walid unti | Division Name Tin
auth

Blacklist <<

ol bl

| =
Change division valld from: | = = |

N

Record card 3Ll

1. Define a new person in the Access Engine dialog Persons or
select an existing one.

2.  Open the dialog Cards.

3. Click the Record card button.

4. In the Recording badge ID dialog enter the ID into the Card
no. field. In this example the Suprema user ID is 5.

5. Click the OK button to confirm.

The Tester 22 has the ID 5 which has been assigned to the

samecard holder in the dialog manager of the BIS client.

Assign an authorization to the card holder and you will see

thathe will have an access granted.

This is also to be seen in the DMS and LAC consoles

Bosch Access Systems GmbH 2016-04 | 1.1 |
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3.6.2

a
/RC] 801241 33FF51512
'EB124133FF51CE3F" MSCNR 01608261 /HEGTEXT

x1008381 _MSGTEXT
4133FF51512D" +++

BDE0TAABINDN2
30:—/DEVICE_ID-

+H#5
676 T Msg +++/DE
@ 124148RD4ER497" /AREA_]

e N =
"door is closed” ,TIME="20100211118541 " /RCP_ID=" ll124133FF51512D

<

35.062  UDP.:MANC-W-TESG6:10001 : U (SDEB)  GAakal BBEEEARANAASY 8
42.765 Message: '45°: *DOOR OPEN" From UDP. 2 ANG-AI-TE566 160G 1 (G1D,/DID~1,/8 Door/Target=1/8 >

42,912 UDP.:>AMC;1-T@5@6:10081 : R CSDEB) BA'n@S 1 1 1 120190211110541 2000000HAPEO0DA00S
47.812 Mossage: '28’: *ACCESS’ From UDP.:>AMG-y-T0586:10801-1 <GID/DID-1/1 Door/Target-1/1 >

47393 DB, NG VETAROR 10ROL R, CODERY il L gt LI T R AT, 42
343 Message: '42°: *DOOR CLOSED’ from UDP.:>ANC-U-TB586:1B881-1 (GID/DID=1/8 Door/Target=1/B >
BRiEA% ISR thRe i rhsat e haat o ) EDERY Bhliads

Access Professional Edition
To assign the user ID from the Suprema software, proceed as

follows:

Personnel data and authorizations

I.— ULLER R Al |nternal Card Information [x
&2 Personnel Data

~ Customer code———————————— - Counlry code-

pos=0n Input I Input
Tite I— r hexadecimal y T hexadecimal {

Last name ith persid ~Card cod
L O K
First name J e 21 Wersion [i]

CEELLCC

Date of bith |
[~ Dion' show this dislog again
Company Gener code vith predefined data
Aszign card Cancel
e
Phane | | ] C
Vaid fom | =] i ~ficcess control dats — I
Time model

-~ Special messages anthereader PN Coanfim PIN Delete cad 2

Marme on display [Etienne with persid i

—
O arival | Idnifisation [~ I.I

0On leaving l

%

Assign card 1

Assign card 2 I
Assign card 3 I

1. Define a new person in the Access PE or select an existing
one.

2. Click the Assign card 1 button.

3. Enter the User ID into the Card code field.

4. Click the Assign card button to confirm the changes.
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Test the card
—  Present the card at the entry reader. The LogViewer will

show: not authorized
—  Assign the authorization to the card holder and he will get

access granted.

Bosch Access Systems GmbH 2016-04 | 1.1 |



38

en | Configuration

LECTUS FP admin SW

3.7

3.7.1

Define Input Signals

The following setting are required to control the LED of the
reader with the AMC. Define input signals for Access Denied (0)
and Access Granted (1):

—  Select the device

-  Select Folder "Input"

- ifitis the first time click on Add

i File View Theme Option Administrator Help
: Refresh Find User | il Print
& i
@3 Device Basic nformation
i LECTUS fpaServer
B 31406017223081) Name 31458(172.23.0.72] Device D Biass
1 3145817223072 Firmmare V.51 140508 Devie Type ARD FPOEPMF-OC
B sumnzz2s0m)
1
! Operation Mode | Fingerprint | Network Input | Output | Display/Sound | Wiegand |
Device Type  Input Funetion Switeh Schedule Duration(ms)
31458 Inputo Aecess Denied Input N/O Ahways 0
31458 Input 1 Access Granted Input NO Always 0
Input Setting =)
Device 31458
Port Tnputo -
Task | swich o one
o o Functon Accesa Demed Tt =
3 Firmware Upgrade
Scheduie fuivo ] -
Details |
S Duration(ms) 0
Selected : 31458[172.23.072)
——
Ce Ces
M BT user
B Device
(8} Montor ] i I
» adi || moafy || odete | [spmytoomers][ ooy
Ready CAP NUM SCRL

— Input O: Function, select: Access Denied Input
— Input 1: Function, select: Access Granted Input
—  Click OK to continue.

Connecting Diagram

BigEntry Plus AMC2 Wiegand
(1} Inputd | ) Red LED

[2) GND {Biock] GND
(3} Inputl (Green) Green LED

[4) GNED (Biock) = GND

2016-04 | 1.1 |
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3.8

3.8.1

How to use the BOSCH code

Use a Mifare Entry Plus or Bionet Lite reader as enroliment
device.

Device Operation Mode

BB LECTUS fpadrmin V100

&% Device Base nformatin
P LECTUS fpaserver
0 3ussnn223072) e Suse(172.250.72) DeveD =y
I sseso1172.23076) Femmare. V151120508 DevieType  FRDFPEEPMFOC

Operaton Modie | Fngerprint | Network | Input | Outpu | Display/Sound | Wiegand |

A0 FreEPXOC Tme [FletrostrcTime
oate TS B e msom

Operation Hode:
Al
ard +Fngerprint

Fingerpeint Orly

cardonly Use Wiegand Card Bypass
private Auth Disable -
MfarefCLASS
Notuse card CardResdngode | TIETXITE] - Vew Card Layout

Card 0 Format

FomatType  Normal «  eoder  ws < Broer s

Task

4 AddDevice

5 Firmre Upgrade
Details

Selected : 31458[17223.072]

B ver
B pevce
(2) Moritoring
e e cap UM SCRL

Select a reader device.

Click the tab Operation Mode

Set Operation Mode Card + Fingerprint to Always.

Set Card Reading Mode to the Mifare basic setting Mifare
CSN only. The further settings for the Bosch Code are
described in chapter 3.8.3.

PN

Bosch Access Systems GmbH
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3.8.2 Wiegand Device

B LECTUS fpadimin V100
i Fle View Theme Option Administitor Help

(@ sack (09 o ()R @ it e it
Device LL———_ e ————__—

Basc Information

L2 s

Device D 5iess
DeviceType  ARDFPEEPHF-OC

5 Devi
T LECTUS fpssener
1§ sussunzon)
I 498690172.23.076]

Name 3uss(172230.72
s 190509

Operaton Mode | Fingerpint | Network | nput | Output | Display/Sound Wiegond

Viegandliode  Legacy -

Viegand Output  Viegend (Card)

Wiegand Format
Fomat 25 bit tandard Crange Format
Toulss (%
EAAR ARAA ALIT TIIT [NIL IIID 10
Dis ®
Guston s [0
11IDbit 0 PartyBH(OK) / E: PartyBREven) | AB..:Felds
FCCote Disble pusewidh@s) [0 0~ 10008)
Defuit Feld Data puse spoce(es) 2000 200 ~ 20000 ()
FolCodeVabe (0000, -] [luseFaicode

Task

T AddDevice

i Frmwre Upgrade
Details.

s;\m;a:msﬂmzamz]
-~
5 pevice

o
— a vty oo | (rmones

AP NUM SCRL
SR

= ——
1. Click the tab Wiegand

2. Set Wiegand Output to Wiegand Card
A change of format is not necessary.
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3.8.3 User Card

s

b Name User Standard Bosch
Department =
Tos ewl
P adnn v
Detais | Fingerprnts Card | Event |
CatTie s e 7
catre R ensgment
[Fl8ypass card.
Chod fine sty No Date &Time Card No. Status
1 msosnms s Regeer Card
Card Management ==
veve sussliz 07 B
Task | CardInormatn
&, AddNewUser =y e
Card D 8
Custom ID 150
Version 3
Country B
Scected User Standrd Bosch
- ResdCod o[ coel
R v
8 peice
) Monitoring

Reads CAP UM SCRL

1. Click the tab Card

2. Set Card Type to Mifare Secure

3. Press button Card Management

4. Select Device Id

5. Press button Read Card -> Card values are filled in

6. Click Ok

7. Click Apply

If the card ID is not unique the message “Same card exists”
appears.
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3.8.4

Transfer all users to Device

B LECTUS foadmin V00 e e
T e Niew) Theme Opfion  Admissiator Help

(@t st Gith Gy [Srin

User User
o8 v
§ User EM.
£ vanrn ottt
2 11 Boscn
v o )
U ree el
viatc a6t
User IC 26 bit CSN ‘Admin Level

2 Lslcarbi
2 UseriC 37 bt Normal A =

U137 bt Wiegand
- F————
gnsss«ammcsu 7% bevee Ll
§ porecos - prm— pr s
- 5 User Standard ..
2 User Standard Bosch = e
; oo |
9 User HID Prox. 3
o st
i b i
2 i o L
» prabien
i v
: e ic mi )
o] ©
oo et el s i bt e o v
Task T
—
&, AddNew User —_—
o il |
o g
a8 "
LUCTER— |
o

Selected : New User(1)
=
B b

{8} Monitoring

1. Select Device
2. Set flag Overwrite users with different information
3. Click Transfer to Device
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3.8.5 APE Wiegand Card Definition

- _

nfigurator Lo]6 i)
B EoNFTHCO0 RE DS 5E 8% 0 i sosen
Wiegand card definition

M
No.

Card dofion

No bt 63 Nane: Mie 6381) Desciton: Mie (361)
N R B A
Fed [V [V VIVl

El [ N A N
T T O O O BT S

K[ K[ K[K|K[K

Mode
Pty masks

Made: [ 1:Boscheode  (LK.CV)
0ddt: 01
042 02

1. Select APE Configurator > Wiegand Card Definition
2. Set the 63 bit card type active.

Bosch Access Systems GmbH
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3.8.6

APE Personnel Management
1. Select APE Personnel Management
2. Assign the correct Bosch coded card

sgement - hosct] (=T
Options_Persons View Door mansgement_Toois 7
=/ @2 @ BE) e O S8% O @ BoSCH
T Seach
Name Company/Dep. /| Location
[ | Adminisrator ~ unknown =~ dard Bosch Bosch
[ [Bosch, EM4102 ~unknown—
3 Bosch. EV1 Bosch ~unknown ~
% [Bosch, EVI CSN g~
@ [Bosch. HID213 [ Personnel data and authorizations =
3 [Bosch.1d 14
||® Bosch, Siandard Bosch # PersomnelData | [ Access Authorizations | = UserRights | [f} Additional Data |
| 3| Bosch, StandardCSN [ |
O Bosch.EM Gserpti || [ Peeen ool e Toapan |
e [ ‘ [Envloyese 5] ‘ e
Lastrame [fesch [Coias 2 —
O Ceree—— ) |
Date ot Custnes code County code —
Ackronledgemert
| I || =
Compary Dl T 2 Moo
(S| =
e o et e Mero
e ot o
e vain [3
Vaidfrom Delete card 1 &
- Dot show i oo agsn S
S | | S| I
onamvat [ ||
- - i Assign card 1
Ontesvng | " |
Aosn cord2
pmey ||
ok Concel o
e |

[ s doacied | 0 (AG S
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4 Bosch Migration Tool

r 92, ., B8 . D : i l |
I 1471 1 Search
ol o2 | Deviem | P | Type | OEM |
| 302021294 172.23.0.11 BE+ |
1 2 302039757 172.23.0.76 BE+
System Info 3
o [o Real ID | [ Write
Product Mame I
—Fireware Update 4
| FuFile
‘ FwUpdate Close

Feardﬂ Device Done!!

Migration
Go to folder C:\Program Files (x86)\LECTUS_fpa\Server\ and
start the application RemodelBoschDevice_v1.0.exe.
1. Click Search to search for a connected device.
2. Select a device to migrate
3. Click Write to write the Bosch ID into the device.
4. Click FwrFile to select a firmware file to upgrade
Make sure to select the proper upgrade file.
5. Click FwUpdate to upgrafe the selected device.
A “success” pop-up window appears if the firmware has
been successfully upgraded.
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