GUIDE SPECIFICATION
Section 28 21 13-1







[bookmark: _1fob9te]IQSIGHT is a leading global supplier of security, safety, and communications products and systems. Protecting lives, buildings, and assets is the major aim. The product portfolio includes video security, intrusion detection, and fire detection as well as access control and management systems.


For additional information, contact:

	Americas
IQSIGHT LLC
130 Perinton Parkway
Fairport, New York, 14450
USA
Phone: +1-800-289-0096
Fax: +1-800-315-0470
video.systems@iqsight.com
https://www.iqsight.com
	Europe, Middle East, Africa
IQSIGHT B.V.
Achtseweg Zuid 173
5651 GW Eindhoven
The Netherlands
Phone: + 31 40 2577 202
Fax: +31 40 2577 330
video.systems@iqsight.com
https://www.keenfinity-group.com
	Asia-Pacific
[bookmark: _Hlk230681027]KEENFINITY PTE. LTD.
11 Bishan Street 21
Singapore 573943
Phone: +65 6571 2600
Fax: +65 6571 2698
video.systems@iqsight.com  
apr.sales@keenfinity-group.com
https://www.keenfinity-group.com




VIDEO SURVEILLANCE REMOTE DEVICES AND SENSORS
4MP outdoor PTZ thermal camera

[bookmark: _3dy6vkm]DIVISION 28 – ELECTRONIC SAFETY AND SECURITY
28 20 00 	Video Surveillance
[bookmark: _1t3h5sf]28 21 00 	Surveillance Cameras
	28 21 13	IP Cameras 

Notes to Specifier:

[bookmark: _4d34og8]1.  Where several alternative parameters or specifications exist, or where, the specifier has the option of inserting text, such choices are presented in <bold bracketed text>.
2.  Explanatory notes and comments are presented in italicized colored text.



4MP OUTDOOR PTZ THERMAL CAMERA
PART  1   GENERAL
1.01 SUMMARY
A [bookmark: _2s8eyo1][bookmark: _Hlk141199083]Section includes a 4 MP IP-67-rated outdoor PTZ camera with H.264 and H.265 encoding, dynamic range of 133 dB, and built-in artificial intelligence providing full situational awareness and triggers for relevant alerts.
B [bookmark: _17dp8vu]Related Requirements
1. 28 05 00 Common Work Results
2. 28 05 07.13 Power Sources for Video Surveillance
3. 28 05 07.21 PoE Power Sources for Electronic Safety and Security
4. 28 05 11 Cyber Security Requirements for Electronic Safety and Security
5. 28 05 19.13 Hybrid Digital Video Recorders
6. 28 05 19.15 Network Video Recorders
7. 28 05 33 Safety and Security Network Communications Equipment
8. 28 06 20 Schedules for Video Surveillance
9. 28 21 19 Camera Mounts
10. 28 23 00 Video Management System
11. 27 15 00 Communications Horizontal Cabling
12. 27 20 00 Data Communications 
13. 28 16 15 Access Control Interfaces to Video Surveillance
14. 28 31 31.15 Intrusion Detection Interfaces to Video Surveillance
15. 28 51 15.13 Information Interfaces to Video Surveillance Systems
C Sustainability
1. The PTZ camera shall be manufactured in compliance with ISO 9001 and ISO 14001.
2. The PTZ camera shall be compliant with the EU Directives 2011/65/EU (RoHS) and 2012/19/EU (WEEE).
3. Packaging shall be compliant with EU Directive 94/62/EC (amended by 2004/12/EC).
4. The PTZ camera shall be compliant with the EU regulation 1907/2006 (REACH).

1.02 REFERENCES
A Abbreviations
1. AI – Artificial Intelligence
2. ARP – Address Resolution Protocol
3. DHCP - Dynamic Host Configuration Protocol
4. DNS - Domain Name Server
5. DDNS – Dynamic DNS
6. DORI - Detect, Observe, Recognize, Identify
7. fps - frames per second
8. HEVC – High Efficiency Video Coding
9. HTTPS – Secure Hypertext Transfer Protocol
10. ICMP - Internet Control Message Protocol
11. IP - Internet Protocol
12. IR – InfraRed 
13. JPEG - Joint Photographic Experts Group
14. mDNS – Multicast DNS
15. MP - Megapixel
16. MJPEG - Motion JPEG
17. NTP - Network Time Protocol
18. PKI - Public Key Infrastructure
19. PoE - Power over Ethernet
20. RTCP – Real-Time Control Protocol
21. RTP - Real-Time Transport Protocol
22. RTSP - Real-Time Streaming Protocol
23. TCP - Transmission Control Protocol
24. TPM - Trusted Platform Module
25. TLS – Transport Layer Security
26. UDP - User Datagram Protocol
B Reference Standards
1. Network
a. IEEE 802.3af/802.3at (Power over Ethernet)
b. IEEE 802.1x (EAP-TLS, PEAP-MSCHAPv2) (Authentication)
c. IPv4 (RFC 791)
d. IPv6 (RFC 2460) 
e. QoS – DiffServ (RFC 2475)
f. NIST SP500-267
2. Cybersecurity
a. IEC 62443-1-1
b. IEC 62443-2
c. FIPS 140-3 Level 3
3. Video
a. ITU H.264
b. ISO/IEC 14496-10 Advanced Video Coding (H.264)
c. H.265/HEVC
d. ISO/IEC 23008-5 Advanced Video Coding (H.265)
e. MJPEG
f. SMPTE 296M-2001 (Resolution: 1280x720)
g. SMPTE 274M-2008 (Resolution: 1920x1080)
h. SMPTE ST 2036-1 (UHDTV)
i. IEC 62676-5
4. ONVIF
a. EN 50132-5-2
b. EN 62676-2
5. Emissions
a. EN 55032 class A
b. FCC: 47 CFR part 15 B, class A
c. RCM: AS/NZS CISPR 32
6. Safety
a. EN 60950-22
b. CAN/CSA C22.2 No. 62368-1-14, Ed. 2
c. EN 62368-1
d. UL 62368-1
7. Environmental
a. IEC 
1) IEC 60068-2-1
2) IEC 60068-2-2
3) IEC 60068-2-30
8. Military standards
a. MIL-STD-810H 501.7 High Temperature
b. MIL-STD-810H 502.7 Low Temperature
c. MIL-STD-810H 505.7 Solar Radiation procedure 1
d. MIL-STD-810H 506.6 Procedure I – Wind Driven Rain
e. MIL-STD-810H 509.7 Salt Fog
f. MIL-STD-810H 510.7 Dust & Sand
g. MIL-STD-167-1A Vibrations
1.03 SUBMITTALS
A Informational Submittals
1. Product Data
a. Manufacturer’s printed or electronic data sheets
b. Manufacturer’s installation and operation manuals
c. Warranty documentation
2. Shop Drawings
3. Cyber hardening guidance
B Closeout Submittals
1. Final listing of devices and settings
2. System test results
3. Statement of compliance with Manufacturer Cyber Hardening Guidelines
1.04 QUALIFICATIONS
A Installers shall be certified, trained and authorized by the Manufacturer to install, integrate, test, and commission the system.
1.05 DELIVERY, STORAGE AND HANDLING
A Deliver the camera in the manufacturer’s original, unopened, undamaged container with identification labels intact.
B Store the camera in a temperature environment protected from mechanical and environmental conditions as designated by the manufacturer.
1.06 WARRANTY AND SUPPORT
A Manufacturer shall provide a limited 5-year warranty for the product to be free of defects in material and workmanship.

END OF SECTION





PART  2 PRODUCTS
2.01 EQUIPMENT
A Manufacturer: 	IQSIGHT LLC
130 Perinton Parkway
Fairport, New York, 14450
USA
Phone: +1 800-289-0096
Fax: +1 800-315-0470
Email: video.systems@iqsight.com
https://www.iqsight.com

IQSIGHT B.V.
Achtseweg Zuid 173
5651 GW Eindhoven
The Netherlands
Phone: + 31 40 2577 202
Fax: +31 40 2577 330
video.systems@iqsight.com
https://www.keenfinity-group.com

KEENFINITY PTE. LTD.
11 Bishan Street 21
Singapore 573943
Phone: +65 6571 2600
Fax: +65 6571 2698
video.systems@iqsight.com  
apr.sales@keenfinity-group.com
https://www.keenfinity-group.com
B Product Model:	MIC-9803S-Z30G06V
2.02 GENERAL DESCRIPTION
A The camera shall be a 4 MP IP-67-rated outdoor PTZ camera with H.264 and H.265 encoding, dynamic range of 133 dB, and built-in artificial intelligence providing full situational awareness and triggers for relevant alerts.
B The PTZ camera shall possess the following primary characteristics:
1. H.264, H.265, and MJPEG compression
2. Resolution up to 2560 x 1440 pixels 
3. Frame rate up to 60 fps
4. Suite of video analytics based on Artificial Intelligence and deep learning
5. Uni-directional audio
6. DORI technology to facilitate distinguishing of persons or objects 
7. Multiple data security elements including Cryptographic coprocessor (SE), PKI, 4096-bit RSA, 512-bit ECC elliptic curves and 256-bit AES/CBC encryption, and update capability for future software security functions
8. Available posting to cloud-based services
9. Pre-configured optimized scene modes
10. Remote camera management
11. Mobile device camera setup and configuration
12. IP66, IP67 and IK10 environmental ratings
13. Power:	24 VAC, 36 VDC, or PoE IEEE 802.3bt
2.03 ADDITIONAL VIDEO/CAMERA SPECIFICATIONS
A Imaging Device:	
1. The PTZ camera shall offer a 1/1.8-inch CMOS image sensor.
2. The PTZ camera shall offer a maximum effective number of pixels of 2560x1440 (4MP).
B Lens:
1. The PTZ camera shall offer a focal length of 6.6 to 198 mm.
2. The PTZ camera shall offer a lens aperture of F/1.5 to F/4.8.
3. [bookmark: _Hlk213154280]The PTZ camera shall offer lens zoom up to 30 x and digital zoom up to 16 x.
4. The PTZ camera shall have an horizontal field of view of 58.5° to 2.1°.
5. The PTZ camera shall offer motorized zoom/focus control.
6. The PTZ camera shall offer automatic Iris control with manual override.
C Video Streaming:
1. The PTZ camera shall provide direct network connection using H.265, H.264 and M-JPEG compression and bandwidth throttling to efficiently manage bandwidth and storage requirements while delivering outstanding image quality.
2. The PTZ camera shall provide one M-JPEG and at least three H.264/H.265 independently configurable streams.
3. The PTZ camera shall support the following video resolutions:
a. 2560 x 1440
b. 1920 x 1080
c. 1280 x 720
d. 960 x 544
e. 640 x 360
f. 480 x 272
4. The PTZ camera shall deliver HD 1080p video, at rates up to 60 images per second. 
5. The PTZ camera shall offer a High Dynamic Range of 133 dB for clear images in extreme high-contrast environments.
D [bookmark: _3rdcrjn]Additional Video Functions:
1. The PTZ camera shall support day/night modes with automatic adjustable switch points, allowing it to operate in both color and monochrome settings.
2. The PTZ camera shall offer the ability to define up to 32 privacy masks.
3. The PTZ camera shall offer multiple user defined privacy masks patterns, including:
a. [bookmark: _Hlk206080613]Off
b. Auto
c. Black
d. White
e. Gray
f. Mosaic
g. 16M color
h. 10 blurred levels
4. The PTZ camera shall offer video watermarking capabilities.
5. The PTZ camera shall provide display stamping.
6. The PTZ camera shall be capable of displaying its location information.
7. The PTZ camera shall support a white balance range from 2000 K to 10,000 K.
8. The PTZ camera shall produce a monochrome image with a minimum scene illumination of 0.0017 lux, with IR 0.0 lux.
9. The PTZ camera shall produce a color image with a minimum scene illumination of 0.0168 lux, with IR 0.0 lux.
10. The PTZ camera shall offer an Uncooled Micro Bolometer/ VOx.
11. The PTZ camera shall offer a thermal lens of 6mm.
12. The PTZ camera shall offer a thermal resolution of 640 x 480. 
13. The PTZ camera shall offer an automatic shutter, triggered based on delta temperature.
14. The PTZ camera shall offer HDR (High Dynamic Range) X to enhance image quality in both bright and dark areas.
15. The PTZ camera shall support Intelligent Defog to automatically adjust the contrast of the image in foggy scenes.
16. The PTZ camera shall offer comprehensive video content analysis capabilities, including detection and classification of persons and vehicles.
17. The PTZ camera shall offer a wide range of video analytics rule configuration, including:
a. Any object
b. Object in field
c. Line crossing
d. Enter / leave field
e. Loitering
f. Follow route
g. Idle object
h. Removed object
i. Occupancy
j. Objects starting to move
k. Objects stopping
l. Tampering
m. Rule based alarms and tracking
18. The PTZ camera shall be configurable to execute the following actions upon alarm activation:
a. Turn its built-in output on or off
b. Turn another supported camera output on the same network on or off
c. Stream video to a compatible decoder
d. Send an e-mail with an image attachment
E Local SD storage
1. The PTZ camera shall have two microSD card slots that use standard off-the-shelf SD (Secure Digital) up to 2 TB, SDHC (Standard Digital High Capacity) or SDXC (Secure Digital eXtended Capacity).
2. [bookmark: _Hlk213149015]The PTZ camera shall support multiple recording modes, including manual, scheduled, pre-alarm and alarm recording.
3. The PTZ camera shall support multiple storage configurations, including:
a. Mirror (redundant storage) 
b. Failover (extended service interval) 
c. Extend (maximum retention time) 
d. Automatic Network Replenishment.
4. The PTZ camera shall offer enhanced system flexibility with dual recording (iSCSI and SD card) options.
5. The PTZ camera shall support health monitoring on the microSD card with this capability.
6. The PTZ camera shall support uploading JPEG images with video analytics overlay to an FTP server.
F Audio
1. The PTZ camera shall provide the input for audio through the available accessory AMN-P15-SIP.
G ONVIF
1. The PTZ camera shall conform to the ONVIF Profile S, G, T and M.
H Video Analytics
1. The PTZ camera shall offer embedded deep learning-based detection and video analytics (IVA Pro) that eliminate dedicated PCs and associated software maintenance.
2. The PTZ camera shall offer embedded IVA Pro Buildings and IVA Pro Perimeter for reliable deep learning-based detection.
3. The PTZ camera shall support other license options, including:
a. IVA Pro Traffic
b. IVA Pro Intelligent Tracking
c. IVA Pro Visual Gun Detection
d. IVA Pro PPE
e. IVA Pro Appearance
4. The PTZ camera shall support automatic switching of video analytics types according to a predefined schedule.
5. The PTZ camera shall be capable of generating metadata, including object speed, geolocation, height, width, and classification to be recorded with the video.
6. The PTZ camera shall be capable of detecting and classifying up to 64 objects.
7. The PTZ camera shall support machine learning to enable users to classify customized objects.
2.04 NETWORK
A Connectivity:
1. The PTZ camera shall offer versatile network connectivity options, such as 10/100/1000BASE-T and Ethernet interfaces.
B [bookmark: _Hlk206079235]Protocols supported:
1. The PTZ camera shall support a comprehensive set of protocols to ensure reliable connectivity, secure communication, and interoperability across modern network environments:
a. Transmission: Internet Protocol (IP) v4 and v6, Transmission Control Protocol (TCP), and User Datagram Protocol (UDP).
b. Configuration: Dynamic Host Configuration Protocol (DHCP) for automatic IP assignment, fixed IP addressing for static deployments, and Automatic Private IP Addressing (APIPA) for link-local fallback.
c. Web Services: Internet Control Message Protocol (ICMP) and ICMPv6 for diagnostics and error reporting; Hypertext Transfer Protocol (HTTP), Secure HTTP (HTTPS), and HTTP Strict Transport Security (HSTS) for secure web-based management.
d. Network Services: Address Resolution Protocol (ARP) for IP-to-MAC mapping; Domain Name System (DNS/DNSv6) and Dynamic DNS (DDNS) with DynDNS.org support for flexible hostname resolution; Network Time Protocol (NTP/SNTP) for accurate time synchronization; File Transfer Protocol (FTP) for secure file exchange; Simple Network Management Protocol (SNMP v1 and v3, MIB-II) for monitoring and management; Syslog for centralized logging and event collection.
e. Media Streaming: Real-Time Transport Protocol (RTP); Real-Time Streaming Protocol (RTSP) and Secure RTSP (RTSPS) for session control; Secure RTP (SRTP) for encrypted media streams; Internet Group Management Protocol (IGMP v2/v3) for multicast optimization; Differentiated Services (DiffServ) for Quality of Service (QoS).
f. Security & Authentication: IEEE 802.1X for network access control; Extensible Authentication Protocol (EAP)/Transport Layer Security (TLS) for certificate-based authentication; Challenge-Handshake Authentication Protocol (CHAP) for secure credential exchange; Digest Authentication for HTTP-based sessions; Configurable session timeout for enhanced security and resource management.
g. Advanced & IoT: Link Layer Discovery Protocol (LLDP) for device identification and topology mapping; Simple Object Access Protocol (SOAP) for integration with web services; Message Queuing Telemetry Transport (MQTT) and Secure MQTT (MQTTS) for IoT communication; Simple Mail Transfer Protocol (SMTP) for email notifications; Internet Small Computer Systems Interface (iSCSI) for storage-related communication.
C Data Security
1. The PTZ camera shall incorporate multiple advanced data security elements, including a Cryptographic Coprocessor (Secure Element) supporting RSA 4096-bit, AES/CBC 256-bit, and 512-bit ECC elliptic curves, ensuring robust cryptographic operations and secure key storage.
2. The PTZ camera shall implement a comprehensive Public Key Infrastructure (PKI) framework, including:
a. X.509 certificates for secure identity management.
b. Support for SCEP (Simple Certificate Enrollment Protocol).
c. Device identity certificate anchored to a Root CA.
d. Embedded firewall for enhanced network protection.
3. The PTZ camera shall support end-to-end encryption when integrated with compatible VMS platforms, ensuring confidentiality of video streams and control data.
4. The PTZ camera shall provide strong encryption protocols, including TLS 1.3 and TLS 1.2 for secure communication, and AES 256-bit and AES 128-bit for data protection.
5. The PTZ camera shall support multiple network authentication methods, including IEEE 802.1X, EAP/TLS, CHAP, Digest Authentication, and configurable session timeout for secure access control.
6. For local storage encryption, the PTZ camera shall utilize AES-XTS to protect recorded data against unauthorized access.
7. The PTZ camera shall implement a Signed Video Framework, supporting Checksum verification, MD5, SHA-1, and SHA-256 to ensure video integrity and authenticity.
8. The PTZ camera shall provide advanced firmware protection mechanisms, including Signed Firmware, Secure Boot, Software Sealing, SBOM (Software Bill of Materials), and Cloud Firmware Check to prevent tampering and ensure trusted updates.
9. The PTZ camera shall comply with globally recognized Certified Security Standards, including:
a. Common Criteria EAL6+ (Secure Element 3.0).
b. FIPS 140-3 Level 3 (Secure Element 3.0).
2.05 ELECTRICAL
A Power Input:
1. The PTZ camera shall support the following redundant power options:
a. 24 VAC
b. 36 VDC
c. PoE (IEEE 802.3bt)
B Power Consumption (maximum)
1. The PTZ camera shall support the following maximum power consumption options:
a. PoE: 71.3 W
b. VAC: 108 W
c. VDC: 91 W
d. VDC (with illuminator): 124 W
2.06 MECHANICAL AND ENVIRONMENTAL.
A PTZ Functions:
1. The PTZ camera shall offer two supported mounting orientations:
a. Upright
b. Inverted
2. The PTZ camera shall have:
a. Pan Range of 360º continuous rotation
b. Tilt Angle of 305º
c. Tilt Range of -60º to +90º (Upright unit); -90º to +60º (Inverted unit)
3. The PTZ camera shall offer a variable Pan Speed of 0.2º/second to 140º/second.
4. The PTZ camera shall offer a variable Tilt Speed of 0.2º/second to 140º/second.
5. The PTZ camera shall offer a maximum of 140º/second of Pre-position Speed, with a typical accuracy of 0.05º.
B Finish:
1. The PTZ camera shall offer a grey finish.
C Dimensions (H x W x D):
1. The PTZ camera shall have 414.34 mm x 307.94 mm x 194.51 mm (16.3 in. x 12.1 in. x 7.7 in.)
D Temperature:
1. The PTZ camera shall support an operating temperature range of -40°C to 65 °C (-40 °F to 149 °F).
E [bookmark: _Hlk213149308]Relative Humidity:
1. The PTZ camera shall support a non-condensing operating relative humidity of 5% to 93%.
2. The PTZ camera shall support a condensing operating relative humidity of 5 to 100%.
F Mounting:
1. The PTZ camera shall offer accessories to enable the mounting of the box camera in the following circumstances:
a. Wall/ceiling mount
b. Column mount
c. Pole mount
d. Corner mount
2.07 ACCESSORIES
A Hardware accessories:
1. NPD-9001-E		Outdoor midspan for PoE-enabled cameras, 90 W, single-port
2. NPD-9001-EBT		Outdoor midspan for PoE-enabled cameras, 90 W, single port (TAA)
3. MIC-ALM-WAS-24	Interface box, alarm, washer pump, 24VAC
4. MIC-DCA-HG		Deep conduit mount, M25 holes, grey
5. MIC-DCA-HGA		Deep conduit mount, M25 holes, grey
6. MIC-WMB-MG		Wall mount bracket, grey
7. MIC-PMB		Pole mount bracket
8. MIC-CMB-MG		Corner mount bracket, grey sand
9. MIC-SPR-MG		Wall mount spreader plate, grey sand
10. MIC-SCA-MG		Shallow conduit adapter, grey sand
11. MIC-M25XNPT34	Adapter, M25 to 3/4"NPT, stainless steel
12. MIC-9100-SC		Sun cover for MIC fusion 9100s, white
13. MIC-IP67-5PK		Connector kit, IP67, 5pcs
14. MIC-WKT-IR		Washer kit, MIC IR
15. MIC-ILG-400		Illuminator, white-IR light, gray
16. AMN-P15-SIP		Amplifier module 15W, SIP
17. LHN-UC15L-SIP	Horn loudspeaker 15W, long throw, SIP
18. LHN-UC15W-SIP	Horn loudspeaker 15W, wide angle, SIP
19. XDR-240E-36		PSU, 36VDC, 240W
B Software options:
1. MVS-FCOM-PRCL	License key for serial protocol
2. MVC-IVA-TRA 		IVA Pro Traffic
3. MVC-IVA-IT 		IVA Pro Intelligent Tracking
4. MVC-IVA-VGD 		IVA Pro Visual Gun Detection
5. MVC-IVA-PPE 		IVA Pro PPE
6. MVC-IVA-APC 		IVA Pro Appearance
7. EWE-MIC9IFF-IW 	12 mths full wrty ext MIC 9000i Fusion

END OF SECTION
PART  3    EXECUTION
3.01 INSTALLERS
A Contractor personnel shall comply with all applicable state and local licensing requirements.
3.02 PREPARATION
A The network design and configuration shall be verified for compatibility and performance with the camera(s). 
B Network configuration shall be tested and qualified by the Contractor prior to camera installation.
C Before permanent installation of the system, the Contractor shall test the system in conditions simulating the final installed environment.
3.03 INSTALLATION
A The contractor shall follow all Manufacturer-published guidance on proper installation and configuration of the installed cameras.
B The Contractor shall test the system in conditions simulating the final installed environment
C Reports:
1. System test results
2. System network addressing and device settings
3.04 STORAGE
A Products shall be stored in an environment where temperature and humidity are in the range specified by the Manufacturer.

END OF SECTION
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